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REPORT ON RUSSIAN DECRYPTICH IN THE FORMER GERMAN ARMY

1. The attached is an AFSA translation of two papers sulmitted in
July 1945 to United States authorities in Europe by German vationals,
Alex DETTMANN and Serglus SAMSONOW, The longer of the two papers is
entitled: "Report on Russian Deeryption in the Former Germen Army”. To
it is appended a "Suggestion for Formation of a Rusaien Cryptanalytic
Unit", Both reports were faxwamded to GCEQ, London where they received
the oollective TICOM pumber 805,

2. Both DETTMARN and SAMBORCW were interrogated extenmsively by
TICM, end DETTMANN ie particularly known for his long treatise entitled
“Methods of Decipherment” whioh was writtsn during a pericd of two Years
at the European Command Intelligence Center, APO 757 and vhich was fore
warded in inatallments to Army Seowsrity Agency where it was issued as
received. See IF-136, 138, 139, b1, 14k, 145, 146, 154, 155, 136, 165,
166, 167, 168, 171, 175, 179, 150, 151, Other cryptologic studies of
DETIMARN duri{ng this period were issued as DF-112, 132, and 133. DF-185
Parts I-IIT is a translation of the permonality list prepered by DETTMANN
of former members of Gexrman signal intelligeuce.

3. Although TICOM 805 was translated upon its receipt by Army
Seourity Agency in August 1945, and although an English translation by the
authors has been girculated under the title "Repurt of Russian Deciphering
1o tho Former German Army”, it 1s believed that only a few readers have had
accoss to the dooumont and that the translation does not do full Justice to
the inberent value of the document. With this im mind a new translation
bhas bdeen made and formally issued.

Translated: RWP : 35 coples
May 1950 T4 pages
Distribution: Normal
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FREFACE

In the attached ve submit for your considerstion a report on Russian
Gecryption in the former German Amy. 7The materials unfortunately do not
give the plcturs ve sought to present it with the limited means at our
disposal we could not do all we ghoauld have ulshed.

The questions trested in the report, as well as the existence of
such areport, wuld f211 within the classification SECRET MILITARY MATTTR

("Geteime Kormandosacha - ) according to the classification rules of the

former German Amy. TFor reasens you will readily comprehend we request that
the rateriil be given a similar classification and that it be treated
strictly in accordance t.her-ev::?.ﬁo

In addition to the statements regarding the writers in the introduction,
we piake the following remarks:

Alex DETTMANN (Ideutenant in the Reserve), 32 years old, married, two
children, scientific worker in the field of Russian cryptanalysis, family
at present living in luebeck. Born in St. Petersburg (Russia); mother
Ruselan; father a German (Auslandsdeutscher) whaolesale merchant in glass
and metal lines, German citizen since birth; resided in Germuny since 1918,
Two military maneuvers in peace tlme; at the outbreak of war with Mussia
remained active in the same fiocld as Inspector in Yar Adninistration
(Kriegsverwaltungsinspektor); after sbolition of these grades (kv-Rasnge)
a short period of military service as corporal (Unteroffizier)sergeant
(Wachtredister), and Chief larrant "fficer ((berfashnrich). Cormissioned

Lieutenent in the Reserve (lsutnant der Reserve)., At no time member of the
NSDAP or any of its subordinate organizations,
Sergius SAMBONGI, First Serpeant (Oberwachtmeister). 40 years old,

married, two children, ovmer of an export-import business and an agency

hundling bills of exchange (Devisenanwaltspraxis) in Hamburg {both darmant.

since the begiming of the war), Dorn ir Irkutsk (Siberis) as som of Russian
k
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rarents ; fethor wholesale nerchant and rember of tho bosrd of the Russian~-
Aslatic Dank in yrevsvolutionary aesia; emigrsted fron Soviet Hussia in
1920 end lived vitheut eitizzichin of any sert (Nanson pass) in Germany.
Became a German cliizen in 1970 and was cclled for sdlitary duty in 1940,
Since Februnry 101 zoidve as sclentific twwwker on eryptanalysis, At no
time mamber of FUDAP or of iis corzandzations.

In bumiing Jn Shdis vepord we shabte ocur readiness to ssrve as
erypbanalyste of Husslan; alee to zorve a5 organissrs and supervisors
of a unit for anzlyzing Russian metevicl in the interest of the USA. Ve
can confidently amlertoke such a task becouse we feel swre ve have the
adninistrative cnd technical ability, e therefore add to this report a
brief suggestion for a seb-up for analyzing Russian systems. ‘le can
paarantee Lhat snch an organizatian will be able to twrn out decrypﬁd
Russian messages in a shord tims.

The project vredleates calling in a number of those analysts formerly
assocdated with vs in order to make the organization productive without loss
of time, It is cicar that the soonsr such an organization is formed the less
time will be lest in warming un, because thus there would be less of a gap
between the steppage of our forresr work and the new vork, and we should
forget less detall and come nearer to maintaining the necessary continuity
in following charges in the Russian eryptogrsphic systers, Otherwise this
gap may bscome ico greab to bridge.

Our willingress t.o assume such work depends on the assumption that due
racognition will be given to the wilue of our uak, both in the matter of
pay and proper living conditions,

Vle again request that our names be kept seerct.

23 July 1945 /signed/ DETTMAM
SAMSONOU
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_ REPORT N PUSSTAI DECRYPTION IN THE FORIMR CHRMAN ARMY
' o INTROCUCTION

_ '-'.he suthars of this report are the former chief eryptandlyst (Russis)
of the Agncy oalled Geperel der Nechrichten AufKlasryps which wee the
oontralling central offioe for signal intelligence in the Garman Auq, ani
his dopa&y. The former wes from 1934 on, i.e. pz-actically fron the bedr
ning of the systematic monitoring of nwsim trafﬁ.o by Germany, a cvllaboretor
In the fidd of Russlan cyptamiyals. The leter was ssxigned to the Agwey
even beftre the war bom a8 one oapa‘dal).’i autod:mr the work, afxl s
the dlosest aalod.ato of and lster chief assiatam to the farmer. Henoe
the marathoon.‘lypereuu Mlyconpetmttospeakonﬁnﬂxdow
of cryphmaa,ym of Russian militery and po].it-iod crn:tomytdc Byst-c-:.
and the onlypemma in Gmwwable to compoeeananalybioalnpcﬁm
the possibility of -analysing a.ll types of lhsa!m tmfﬁc and, Af MQOW.
of organizing end carrying out crypt.amlysis.

In addition to the authm there are bubthsﬂyamofm
analysts of Russien systqne; for example, at the samo central Anq thq-o
are thoge who havu worked under the authore or in out-gta.talms of the a'm-
tion., In contrast to the aut.hors, however. theae were. employod o w
qnt.ammrbp.o assdgnments and thus & not have the sam cmlp'ehmun a'lip
of the entire field of Russian erypienslysis.

As t.haae in charge af the aryptanalytic orgmisatiou, thc a'd‘-hon e
alno inapositlmtoy.vendepmdable piohnmofﬂnwrbhdth ‘
evalmtim of content of deéryptod material. It can be mw ﬂx;t the
Mmum fron dmypud messages alvays proved ob-owdy rgmbh .iii
contained i-pmm information, since thé opponent under observuticn “‘
onposed then for his own use and treated them sb "SHCRET™, A,nu-"
reporte and stalemnts by prisoners ofwmmoamthoﬂm
Cormand e s sources of information could not compste with decrypted msssages.
since they vare often intentionally or unintentionslly incorrost snd incom
plote, If any confirmation is needed of the statement concerning the

9




m‘-i%

reliability of decrypted nessases, it is only necessary to point out thet
in ecountless cuses these wwre confiried by captured docwrwuts, agentst
reports, ax int.errogatimg of prisoners of war. accordingly they waerc
rated and evelusted by the High Cound as "reliable infurniation”
("verlaessliche Machrichten").

The eryptamalytic orgunisation conducted by the undarsigied uus able
to daliver valuable infortiation right up to the end of the var, Operztianal
-and tacticad utilisation was precluded for a long time, haever, by luck of
military potential. .




PART I. SUCCESSES (F RUSSIAN DECRYUTION
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A. ’ tance of NKVD od_Their ans in
Peace and “far. aluation of Deerypbion
Amang the first results of decryption of Russian eryptographie
systems was the reoognition of the importance of the NKWD (Psoples!
Cormissariat far Internal Affairs) in the political, military, amd
econame 14fe of the Sorlet Untam. It soon cams out that the rols of

this orgnization wes far more extensive and far more importart in s
influerice on militery matters then had provicusly been aseumed. Thes
facts led to devoting all possible attention to the mondtoring of NEVD
radio traffic.

MKVD aa Political Seeurit: t The basic task of the NKWD is
assuring the contimmance of the political stiucture of the USSR. Hemce
it exeroises the sharpest kind of contiol over the political, military,
and economic life of the country. For this purpase edministrative offices

are set up in every city to meet the manifold demands made on them. To
carry out necessary mpasurée the MKVD has at its disposel various types

of troops ot its om - NKVD troops — which are aseigned and exployed
acoofding to need by the Central Office in Moscow (ths YN BOACK HKBEA
=T AABHOE YNPAB/EHVE BOACK HKBA = Centrel Administration of
NKVD Troops). Assignrents in political supervision are carrisd out by the
" fioMT OTARM! HKBA " Political Seetian NKWD. This is achieved
by the aid of an extensive ne‘t,work of agents which can note and combat

any trend hostile to the Soviets., The actusl corbatting of such movenets
15 by contingets called " BHYTPEHHHE BOCKA " Troops of the
Interior. The sending mey of politically unrelishle alecwnts, surveillance,
and control of conomtration canps as will as the setting up of pemml ompe
wd pownl bettalioes fall in the provizcs of the * KINBOABE BeACKA KRR
Eeat Troops. Mumdmd.mumm.;
the mudiad of plidtioad sediiane incressed ratedially becaise the cooupied
n
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territories, as a result of their often quite dif ferent political organiza-
tion, required very intensive supervision. Consequently a very great increase
in the contingent of Troops of the Interior became necessary.

NKVD 8 Protoctive Barrder againet the Outside ardd: Corresponding
to the special political struttine of thé USSR} it s necessary to provide
for sealins the couritry hermetically from the outside world. This called
for the farmation of an effective and relisble frontier guard, vhich wes
provided by the Mof PAHUNHLIE BOACKA HKBA Frontier and
Security Troops, Only the easily guarded short stretches were originally
left to the Amy for protection. Since the begimning of 1939 even these
parts have been taken over by the Frontier Troops. Corresponding to their
task, these troops have aircraft available, amil, alang the water boundaries,
appropriate watercraft. Kven in 19%-1937 the 6rganiwtim. tasks, effective-
ness, ard strength of these troops could be ascertained from decrypted
mésagea originating in several frﬁntisr guard areas.

Radio traffic could be read, for instance, from frontier and ccast guard
areas:

1. NORTH (Control Station Murmansk): Petsehore to Gulf of Finland.
3. 1ENINGRAD (Control Station Lemingrad): Caraelian Isthmus

3. .FSSA (Control Station Odessa): Bessarabia to cast coast of the
Crimea.

4. NOVOROSSISK (Control Station Navorossisk): Sea of Asof and northeast
coast of Rlack Sea.

5. TRANSCAUCASUS (Control Statiane Suchum and Daku): east coast of Black
Sea,Turkish and
Irenian border,
west coast of the
Caspian Sea, .

6. FKASAKSTAN (Control Stations Tashkent and Alma-Ata); east cosst of
Cacpian Sea and
land frontier in
Centrel asia,
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Fach of these first four areas had one frontler guard unit

DF~196

(Abteilung); the last two had two units each of fromtier guards (called
first JQVMBU3BNOH , later OTAENEHJE ). Each of the units was about
the size of & reenforoced regiment (Replment), and each was divided into a
nurber of sub-divisions (Unterabteilungen, oTPAA ) [the nuber varying)
according to the geographie situation. Thus the const Mmaerd umlt Odessa
ha¢ five sub=divisions, besed at Oherson, Otschakow, Sevastopol, Yalta,
and Adiigka. Thess sub-divieiong War¢ broken into frontier and ocoast
guard vatehes (Hachen) whith set up posts (Posten) of varying strength to
porform thé actual wark of ¢losing the frontiers, Later it was ascertained
that the organizmation in the Far iustern areus was the sare.
Fron current monitoring of redio traffic of the frontier guard
units, it became apparent that, with the begimning of the war, the
arganization of the defense of frontiers faeing menw countries unda‘-
went & basie changei Aside from an extenaive adjustment of the structure
of the fx'onf.ier troops of th;:ﬂVD—to ﬂlat of the RKKA PABOUA
KPECTLAHCKAA KPACHAR APMAR ( Red Warker and Peasant
Amy) (vubdivided into regiments and battalians) there tas an essential
change in assignmerts. It ves soon leanpd that regiments of MKVD
Frontier and Security Troops icre q)loyadm 30 to 60 kilometers behind
the corbat units of FKNA to fam an unbroken } very mobile, and deeply
deplayed security sonei’ Of approximately 200 Prontier Guard and Security
x-eéi‘gsmé recognised from decryrted treffic, about ome-third was spotted as
first )ine of this security sons, ancther third was éiplayed farther to the
rear, while the remaining third forned the mobile reserve. Lach of the
VD reghoets d&;fbntllm parded a sector wne (60 kilemsters vide.
In the cowrse of tire u could be established that some thrue first-line
VD regirents ‘mmgo msrd the rear area of tno RKKA armies.
KKVD foarvard atutfb oontxoued trn onplqmsm of these regiments; these
btaffs vere Losated in the imasdiste vicinity of the forvard staffs of
the Amy but received their orders from NKVD headquarters in Moscow. Five
to eight reriments of front-line NKVD troups were assipned to a front

13
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soctcr — of uhich, after the capitulatim of Pinlm'd, there were eleven.
The tuak of this security zone vas t.o prevent desortion amd mfiltration

of eneny agenta by sceling haromticully the sector of the front ‘from the
resr area; by mopping up pockets, and clcarin'g areas near the front of cut~
off enory troops and bands; by removal ar resettlerert of the populace for
polit-ical reasons; by return of population for repeir or new construction

" ot roads,’ defense mstmatims, air ficlds, end plants of valus to the
military eeoncnw, by guarding aupp).y, and by eol'l.ectlm and tmmpaﬁ.ng
prisonors t-o f.he rear. -

I% my be mmbimod briefly that each NKVD Frontier Guard regimt
had three battaliona which consisted of several field watches and &
résem‘ ﬁeld 'watch, F‘urthermre, the battalions employed for apechl
tasks MEH, rpynnu =  MAHEBPEHHHE PYNMG mobile groups,
" OHEP. l’PYﬂnbl w operative groups and 04 (the Gernan term far the
last alwﬁm has escaped the anthor's nind).

.' NKVD as g@ for Economic Contyol: To the successes of docrypti.m
belon@ furthor the ee.rly establ ishrent of the fact that. the entire econaw
of the Soviet- Union, in particular the rdlitary econamy &and trensportation
system, was under very sharp control, and thus under the influence of the
NEVD, For this purpose the NKVD used its local organs, inasauch as these
aurrently supervise the carrying out of economic plans set up by the state's
ecanomic planning, and report regularly to their superior offices the results
of this uct.ivity. The reuding of these reports, made possible by decryption,
gave hints conceming the capacity of many branches concerned uith war
ecommy; often shawed melad justnents therein and methiods employed to correct
these maladjustments. These éiata vere especially valuable during the war

since they discloced the type and extent of the difficulties vith which the

econornic leadership of the Soviet Union had to contend. In the course of
the war the functim of the NKVD was exbended insofar as to the controla
exercised in peace time and to the right to intervene direct),,' ir trouble

arose there 1'as added the task of caring for t-he retum to product.im ot
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_“SiDe'dr destroyed plada. Far this purpose the offices of the MKVD
bud'-a‘nad ﬂ.l spauanats in thels ereas and aupnlisd tham ath \u-k or,
41 cese ofnoad, sert. them to other' WEKVD areas’, ‘l'hewpwmwcc
| wbepded‘with the ocupetim of large new areas. ' e
o ‘Az m oucxti.al part of thé total eeonomy of the oomt;". ih‘
trensportaticn system, afid in particular the milroadl. e d- the "
oontyol of the NKVD, After the outbreek of th-nrit be-m
fo take over protectitn of the railroads along with thedr oort.u:.. ™s
irluded giarding traneports, depots, bridges, Jnotim m. -d
frpartant m well-as threatencd stretehes of rativosd tiack. "Tomt
this tisk speefaily treined troop contingsnte * NEAESHOAOPONRLE =
BoiicMA HKBA " an NKVD Ras), Troops wers formed. The aeginisation
redetibled that of the Army with a division as the largest unit, nmu
the wap thres divisiens of the NKVD Railwsy Troopamﬁnﬂﬁodad
thelr eqﬂmmt could ‘be followed currently, Since the mdin task o't'

deoryption in tte former Carman imy wes to ssouwe nﬂﬁ.ary hulﬁmu,

- e VTR -

B fnfiuense of the MEVD on eeonomls met teis” muwmmh‘“
ﬁ!ntary Mﬂm, but even so the enormous significaoe of the NKVD

for Soret ecutony mas slesrly recognizahla " Undodftedy 18 Adi” 7 V0
‘ monitoring of econals mumn traffic and ité 'Wmm had proved”
pod.hb, asésmd, thia mﬂuomoontm mm\dﬂmnm
rove ud'.enaive. ' '

A 3

-M:‘-md:ngra-uapwuormumnunmaumo:mna-mﬁnm,
&'Wis HKKA, MEVD Gnddrtook the palitfcal directiai of the REKA ‘begiming
R the General ‘BEALS drid andiiig with the last ‘men, 4o arder Lo gesegce
€~ @ooiut & Bolshevik-Comimist Mdmmaﬁ‘ﬁ'm
Msmwmmmmamﬁmmmmw
_mm«m&uﬁuummw ‘ﬁ-&ﬁf&:

uk%,i&’fumw--(uﬂs VTAEA “(opecial wiit) o
R TR (pﬁumw)mm-ummmo-dm'
muu-termavma.umm-mmm (poxmoa |

. :lgﬁ . '1f . , . {' “
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comdsssar) and " MOMTPYK  (political leader) in the lower eehelons
down to the platoon, the MKVD actually watches, smides, and imstructs
‘evu-y-nan. In addition to the above~mentioned off'icial representetives
" of the NKVD there are secret agants from the renks of the Red Ay working
under these, whose task 1s to recognize and report in mmm
any movements hostile to the Soviets. Arrest aml punishmert lie in the
hends of courts martial oonducted by the NEKVD,

NKVD as Opgan of Mg‘ ¢+ Aside from political tmeining the NEVD
is charged with treining the RXKA in & muber of militeary spesialiiee.
Among other specdalities, for example, the training of sharpshooter wnits
and the conduct of training schools for dogs and carrier pigeons were in
the hands of the NEKVD,

The IXVD exarts an influance not to be underestimated on the podnt of
view of the RXKA through the fact that any changes in the ranks of higher
officers require the approval of the FEWD, which also contrals tmough its
agenglee the melection amd treining of all replacemsrks for medimm amd high-
grédo officers.

The keeping of military socrets remresents a field exposed to wnusual ‘
danger. lence it 1s explicable that in this fleld the NKVD was partionlarly
active. Security of signal trenamission dspends primarlly upm the '
rg'l.ia&.li’w of the personnel goncernad therewith, Hemoe the NKVD gave
rarticular attention to this circle, Along with the selection and
supervisdon of tectmicsl signal personnsl, there wss the keansst eifting
ad constant testing by the NKVD of all those engaped in eryptogrephic
'ork. Thohdmimltniningofﬂwapq-som vasahotlah*ofonhl
mdﬂnm. mudmbdpauotmsmﬁnmﬂnlwh
- NR.es BAe Apgopes  In wrious phanofﬂ;ommdw o

wm,nmhlonmaatdmgwpmmm line or & points
dmwt.mtim. Reeourse was had to NKVD troops, some of whom were formed
into so-called " OMEPATVBHLIE BOCHA HKBA " NKVD Operstive Troops,
which vere assiged to divisims of the RKXKA armies, The exact mumber of;:

16
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- such elite divisions 2ould not b determined from decryptments, but one
can reckon on at leas 20 such, It is worth noting that the chief
employnert of these divj,sims came in 1942 and that after the adisls passed
this fe)l off merkedly.
Supplemental Tasks of MKVD in ‘Tapi ‘hereas at the start of the war

the MKVD vas able to neet the demarids upon it by using the apparatus buils

up during peacetime, even though great expansion of personnel was req\ﬂ&d,
& new orpganization betame necessary for combatting espionage, sabotage,
and the activity of enemy agents; and this new agency took over the work
in this field previously done by the general orpans of the NKVD. Known
as " CMEPW " = CMEPTL WAMOHAM "Death to Sples”, it was formed from
ancther sub~division of the NKVD vwhich had also been formed during the
war called the MKGB HAPOAHbI KOMMUCCAPUAT [ 0CYRAPCTBEHHOM

EE30MACHOCTY People's Comnissariab for the Security of the
State, which later becare @ gompletely independent commissariat although
it stil) warked in close collaboration with the NKVD. In the last years
of the war the " CMEPH' " through decryptments becamé well enough known
in regard teo orgenizaticn and rethods of work.

To the speoial tasks of the NKVD in var belongs also the carrying out
of the mobilizabion and drafting of recruits for the RKKA. Moreover, the
setting up of armies and units of foreign nationality and their integration
into the framework of the RKKA was a matter for the NKVD, all the rore sinece

politlcal considerat ions played an impostant role here. The activities of
partisans, scouts, :ng bgents behind the Garman front, vhich becure of mch
great importunce in the Jfaat-txao years of the var, were —— at least in repurd
to tredning und dii’-'“dvea;llﬂmuc the wrk of BKVD, To Uw su» realm of
tasls iapacod Ly the wur belay; the famudion snd esplopment of luber
bittalions Ly rosruitin; vorkers wrng the peerle of coowpdod wrews T vork
of wlditary Lpartance,
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Mentian must also be made of the fact that NKVD offices end thelr

argans ~ NKVD troops of different categories — discharged their
inpartent , manifold, and often far from simple tasks in astonishingly
speady and uncompromising fashion. Of ourse as decrypted material

ghowed, this was somstimes accomplished by the use of myt;hing bt
fiumene msthode.

Account is taken of the difficulty of the service required of NXVD
organs by giving its units a special standing in the USSR, Fram decrypted
measages on the mibject it could be ascertained that the pay of the NKVD

vas essentirlly higher then that of the RKKA, amd its subsistence appears
to have been better.

The asbove statements, made possible by the results of years of
decryption, give 2 sketch of the structure and impartance of the NKVD
apperatus, In vhet follows such detalls of cryptanalysis will be treated
as may be of greatest impartance to one's om conduct of war, despite the

brdef period during which they are eignificant.

B. Intel)igence Results of Deczyption of iAmmy, Air Farce,
NEVD, Pertlsan, and A Messa

Regognition of Enemy Situation: The most important task of cryptanslysis
is beyond doubt an exact, speedy, and exhaustive clarification of the enemy

eituation, 1.a. the current determination of the locztion of &1l enemy units
in ‘and behind the front. This task was fulfilled satisfectorlly during the

entire course of the var by ﬁeczypt.im 5 eit,he"‘t'lh'z-cugl\ decryptin of enemy
messages dealing directly with such locution or throuph decryption of those
messages vhich revealed indirectly such Jocation, Not infrequently wus it
1 possible to know of irpending riovements. The following examples ure
designed to drow the type of such messages:

l Dealing directly 1ith logation:

: " TO L CHLIP N2 ST4FF (F THE 287TH INFAITRY DIVISION. THE COPBAND
P ! PCET (F THE 10320 IFALEY RGIWET IS IN THE WaDS 2.5 KM MORTR-
B EAST P IV/AROVO,

REGIILATAL CA2/KDLE. PRIROV® ‘

ig

FOP-SEGRET-




DF-196

Deal ing indirectly vwith locabion:

"T0 THL CHITT (OF STAFF,.
OM 12.8.L4 at O750 INUNS THI TN ARMY SOLDIGR KOrlov, PUTR
TISSILJIVITSCH “AS PICKLD UP AT TR SOUTH LYIT OF 4100 VII1AGH
DOLGAJA BY 4 PATROL OF <YL 15TH FIIID "ATCH, THU AN ATRINTLD
DESLRTLD THE VINIG SLFORN FROU TiLD G4L2KD INFANTRY RIGINGNT OF
TEE 11T LFAMTRY DIVISIAN OF THE 16TI ARIY.

LLADER OF T FIELD ATCH KQHARERE.OM

Deal ing with impending moverents:

UTIG RDIO STRTIN CF THL 267TH CAV. RIGT. IS I'AWCKING UP,
‘E a7 NOVING TO BOLOTJL.

DIRLCTOR OF RADIC STATTON"
Not less important for one's own troop comend is timely recognition of
attack or counterattack by the enemy, since this nales possible the taking of
" counterneasures, The decryption sectian was frequently in a position not
merely to deduce such intentions fron various circumstantial detalls ut also
to hand on in the original words the enemy's direct orders for attack or
counterattacks |
Example of a direct cormand to attacks (System: Operatians Code)
"TO COMMANDLRES AMD CHIFS OF STAFF OF 172D, 178TH, 192MD, 193RD,

INFANTRY DIVISI(S, 73RD and 112TH TAMK BRIGADES,
TI COMMYAIDER IN QI OF Ul ARMY IS ORDERED:

1. 172D INFANTRY DIVISION ATTACKS O 1 .6.43 at Q430 HOURS
UITH THE A60TH DMFANTRY MGIMUNT IN THL PIRLCTINY P
GORODQK. AT 1030 HOURS, ITH THE 461ST and 512TH INFAIIRY
RIGDIIES THL PASSACLS OV:R 11 RIVER Y1INKA 3 and 5 KM
SOUTH'EST OF GORGDOK AFL TO X FORCED AM THI APPIVAL OF
T 112TH 24K DRIGADE IS TO 35 AUAITLD THIRE,

2. 178TH INFANTRY DIVISION scacavesso

3e tecescesas
ETC. LIKE O:ES TO ATT.CK FOR TG PORLTIANS OF THU
ARLY IIUYERATID I TIL WWDING obsesvosc
ceves e STAFP OF THE 27TH ARY 13.6.43 1730 IDURS  MAP 1:100 000

NOWOGGORJE ~
CHIlF OF SYAFF CALGMLL KLD®

Pronmpt recognition of such concrete plans of the eneuy for attwck or
deplayrent led, partdculsarly in the early uwonths of the wur, to sore notable

sunresses by the Gernan forces. Thus for example, a promptly recognized

wier for o larpge scale Soviet bouber attack on the Dtine itiver crossings

calied forth German countermeaswres resulbting in the destruction by
Germen pursuit planes (Moelders) of more thun 100 Soviet bombers
before they reached the target. The great Gertian success against
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a convuy in the irctic Ocean vas likevwise cdue to & promptly decrypted

TF~196

Russian reciogrem reparting locztion, route, spued, and size of convoy.
Recoppition of Oporational und Tacticsl Meausures: ALl through the

var the deceryptrent section was able to recognive and report to head-
quarters jreparations for najor enemy operations, for example, thruwgh
the pin-pointing of assembly areas. Naturally this knouledge wus not
based upon the content of individual decrypted riessages but resulted from
current observition of events on the individual front sectors, vharein
reparts of roverents of forces played the most important role. In this
respcat the surmoning or bringing up of speclalist troope, generally units
intended to pave the vay for attack, i.e. " 0FMA " OTAEMGHbIA AYBUUHO-

MVHOMETHbLIA AYBA3M0H (popularly called Stalin Organ) was very sugjestive and
valuable. The brinpging up of reserves, thich was often recognized early
fron cecryptrents, did not necessarily signify plans for atteck but could
rean preparation for large~scale operations vhen other characteristic
indicat ions vere found.

Recopnition of Supply Situation: Of only indirect, it nevertheless

by no means negligible value, was the decryption of supply messages fron
whiich a fairly clear picture of the enemy's supply situation in individuel
areas could be dravn. Knowled;’e of this situatim, of available siocks of
awunition and weapons, of gasoline supply etc., sometimes permitted deduc-
tims regarding the power of resistance of encircled contingents. The
authors reoall vividly the almost wnbroken intellipence regarding the
supply situation of the Soviet forces in the Crimeu during the late winter
of 19,2, At that tire decryptment was able o give for almost every single
hostile unit the daily changing supply picture as well as the slock of
gorunition by rounds of each callbre, the precise amount of motor fusl and
of other stocks, and soretimes the replenishrents erpected.

Exariple of an _ammitim reports

PO YL CHLIF OF EFUIDTST 1 THE BLACK SDA ARMY.
ATUNITIQN STOCKS:  IBTH L.0¥ 5L DRIGADD IS (YORIAR A UMITION)
81 ’Q: - L?o, lw !Tt - 62’ "C_m:" €ssenssnve o~0-v-0¢no--..-Mﬂ»‘I‘TM
GUS) 76 1% -905 RIF1L C/RTRIDGES - 18030
. A : RORLAN O
20 »
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Losses of Men ind Materidls Of simdlar lmpartange vas the decryptient,
at times cu&-rent, of radio reports from the enemy concerning the losses of
men and rmteriel on the variaus front sectors. In the proviously rentioned
phase of war on the Crimes, it vas possible, for instunne, to deerypt such
ressases wincst daily. Such reparts were enerslly part of a message dealing
also *iith other cuestions, and at that time were in the following farm:

Lxample of a report of losses:

Meases he LOESES TOR 23.2.42: L7TH H.:.CK A WICATE — KILLID:
SUSALTERNS 3, SODIENS 11; LOUNDED: (FFICERS 1, uUISnLTﬂﬂuS 0,
SUIDILNS 243 MISSTE!G:  SUBALTIENS 1, SADILRS 7; KI]J.I’D. DRAFT HORSE 1.
DURN:D UT 2 T=3,, FID N 1.
Since these reports often enced with present strength of men and
mterisl or vicre follawed &t brief intervels by such reparis, they yielded
a weful picture. Thus the sulhors recail that the Operatian Group "Popov"
during its eiforts to reak through to the Sez of Azov in the spring of 1943
gave in delly reports along uith ils losses the present strength in grestest
detail for exch of its wnils. USince these were inte.cepted and read, the

Cterman command was able to make use of all these detalls,

Replenishrment of B4 end Formation of Now Units: No less important
for our owm comand was the knowledge of intended or alreudy undertaken .
reenforcenémts of hostile units. Such infornation wss often obtained in
greal detail from deerypted messages. Uaielly messages announeing the
arrivel of remforeceqents contained valuable details

Exampnle of report of arrivel of rcenforeements:

svewse SEID ON EVENIMG 17.4.43 to STATIM XQUARCKA

o GrrICKE AT IR IEN TO TAIL OV.R 740 WRILACEITIMTS. DISTRIWUTE
TPOR AC PQLONS:  OF TH 172 TANE !N ASSIGN TO 36TI GUATD TANK
BRLunTTL hB WEN, TO L74TH TANY. SRICGAIE 64, TO THI GROUP KUSOV THE
RGIHRG 60 HFN‘ OF THE 43 RADIO OLRATORS ASSIGN 22 TO THE 174TH
HBUFLD IRIGAIE, THE RIMAIRING 22 to 216TH MOTORY'JD INFANTRY BRIGADE.
OF TIE 64, MP RIFLIIEN AS SI’I‘ ALl TO KUSTOV, TIE RALANCE OF 461 MEN
YOU “I13, DIVIDE BET MM YOURSELP AH) THE 311TH IN":;NTRY DIVISION
ACCORDING 10 NEED sesevenes

The vithdrawal of badly battered units from the front and their transfer
to rear arcas for re-forning, as well as the formation of entirely mew \ﬁits
ﬁ;om regruits 5:oulfl oi{;_ep be learned fl;om degryptnent.s? Thus it wes p?ssible

| 2
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%o follow the formation of two new armles during the wirter 191/1%2 for
& time, to learn various details regarding treining of the rescruite, and —
«8 the most valusble part — to tell the probable time and area of commit~
mot . Dedustions from dearyption were later factually oonfirmed.

Stafe of Health and Nevale of Troopg: The plotare of the fighting
strength of the enemy troops was roumded out by deeryptim of rediogrems
oontaining detadls of health and morale of the t.mopé. Raports of this
nature appeared partioularly in the early months of the war and, sinoce
they ‘came rostly fmm@cledunits, were often of an alarming kind.

Bat. even vhen the battle front was relatively stabilised, the political
lsaders of small and medium units sometimes had oocasimn to couplain of
ainking morale or of open dissatisfaction. Notewarthy and impwt._mt in
estimeting the fighting spirit of the RKKA was Vt.he conocern M was
menifest in messages all through the war about an obwiously et-rong
tendency among the renks of Red Army soldiers to desert. The attempt
was made to combat this by disguising as national patriotisa the
international -Commnist~Bolshevist fighting ideal which elicited little
response amang the RKKA men, It was possible to fullow in the deerypted
messages the siepe taken systemetically to bring about much a change in
the thinking: of the troops. : ,

© Pueawords end Repoanition Sige: Decryptim of mssage containing
passwords-and recognition signs led to local, usally lesser, successes.
Such messages- of ten: contained recognition signs far several days, sometimes -
for two or three wesks in advance so that they vers very useful to owr

2
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Situation in Rear Apess: Valualle inferences concerning the situation
behind the Russian front could te drawmn particularly from decrypbion of
rediogrems of the Frontier and Security Troops employed as a security
barrier, PFron this material it was possible to determine that the
‘difficulties oaused by German apents - dropped mostly by parachute at
night behind the Russlan lines - were considarsble and called for counter
defensive actian, Knowledge of the countermsasures taken by the Sovists
constantly made possible new methods of introducing our owm agents.

‘ Apprecisble disturbences in the Soviet supply lines were also occasioned
by bands of anti-Sovist Ukranian and Baltic elements, and even ky small
groups of desertery from the RKEA., EKnodledge of the existence amd
astivity of suech ™indirect alliss" embled the Germen command to incorporate
these in thelir plans and to suppart reterially such gromps. The extent
of such disturbances beoomes apparent from the fact that the NXVD Security
Troops often had to send considersble contingents ~— scmetimes several
regiments ad even opsrative NKVD divieims — for their liquidation.
Tham, for instanca, the 18th Cavalry Reglment NKVD was tied up by swoh
astim in the sauthern Ulgeine for over four weeks.

To the mms category Lalangs logisally mum obtained abmt
the activity of eples and saboteurs in Joviet rear areas. It would talm
W t00 Or Afiald to @ver this) the Sot s Mieefare mrely mntimed.

Retalda s0 IoCXic aod Trensportstion tinatdg: Ispartant alse for
olarifying U situsticn in the rear area %es the dearyrtic of msseges
cneerning traffie conditims on Soviet rallmys, naw. it reads.
Intaroapts vhich wers peed shoved ovarloeding of dafinite iintﬁus,
concentretim of transparts at certain poirmts, and m-re&t;lng of supnlies; ‘
thus they afforded hints for the enplayment of the German Afr Foree ard at
the same time were helpf\l. in oriantating the German command. In the
questim of ovoronning the difficulties of transpartetion which aross
frequently, the w1l of the Russimns was generally recognizable to raster
theee by total and rigorons meamres. Thus whole villages, :I.nclud:lng
children, were used to repalr supply roads; transport trains were ordered

23
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to run in sight of one moﬁa; and sometimes druws of msolins were
rolled by hand from town to town.

Details on 'ar Production: Sometimes, even during the war, it was
possible by monitoring single radio nets, particularly of !E?D organs
and the A3P0ONOT(Civil Afr Flset), to got valusble insight into the
n‘odu'ctim capacity of individual plants and factories, Thus, for th,
for a long tims the capacity for oil production of l&akkop,.tm range of',
prouctim of seversl mnitims plants in the Crima and on the Sea of
Agov, and the productim capacity of soms large plarts for "SIS-5" (a type
of imck) and "T=34" could be followed. Messages of the Civil A:ix- Fleet
afto;'dod data on ups and downs of productian in armament plants beyond
the Urals.

Partisan Activity: 1Uth the coming of winter 1942 partisan activity
bagan in German occupled lhite Russian territory, and spresd over almost
the ‘em:lre German supply line. The partisan groupe, operating in

units of various slze , were at first on their own remcée, mt htu'
wore cozbined into a general partisan orgenization and thelr emplwrt
vaz cort.rolled by the USSR. The partisan novement had its om staffs
working in collaboration with the front staffs and NEVD organs. Finding
and corbatting such partisan groups was possible only by observing and
deerypt.ing traffic between the groups and thelr staffs, ' ‘

Infltration of Recommaissance Groups and Apents: Similar partisan
cormand organizations also controlled the infiltration of reconnaissance
groups and agents into the German rear areas, mainly by means of parachuting
from alrplanes. Here also it was the task of deeryption to make possible
the locatim of these groups.

Polish Resistance Movament: In the last phase of the war abundant

traffic could bte intercepted and deerypted affording ample information

about a National Polish Movement and its activities., From the content it

could bte inferred that this movement at first assumed a waiting attitude

tovard the Soviet Unian and took its instructions directly from London.
2,
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It was olesr that the organizatian vhich s then in its Infency was
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p.u-sued by the NKVD orgens, as was &pparent fron the numerous repowds
of auceesaml arrests of its mambers by the Russians, Thura were also
repéaled colfiplaints eomming acts of terror _cn the part of tha VD,
Signifieance of Crypbenplyels: The examples given probebly show
fairly olearly the slgnificance of a erypba?quu.o undt . Qu-&ed
" systematiclly end regulardy, it yields in pescetims impartent infermmdion
concerning developments in various fidlde of 11fe in the comstry ocbserveds
Often from these chservations valuable emglnzim oan be drewn abotd the
true iatentions of the state — intentions which uay otherwive t» more ()
Ises ekilfully camouflaged. The walue of demryptmert duing e war is
dvios,. It warne one"s ow comman? by Z2viag it the sgemy*s plams 1t _
mekes passible ressonably safe dispositims by revealing the paaition sad
strength of the foe; @ms.tshowsweakapohasmllgam‘
ablectives for attack,
To & certain extent decrypuent eliminates untertalsty oot R rdsk
in comeotion with nilitary operstins. It is perhapt the W,
glready a rather scute weapon whose value when enplmd o ampde -h M
ot be undmstimted either for defense or offense.




I'F=196

PART II. TECIMICAL

A. The Russian Cryptographic ngice.

Its Structure and Organizabion

Ay end Alr Farce, 8th Section of General Staff of HKKA ard f¥s

Subordinate Organs:  The highest zuthority and thereby the gulding

agency for «11 matters concerning the cryptogrephic work in the Army
a;nd Alpr Force of the USSR is the 8th Section of the Gener:l Staff of
the RKKA in Moscow. Directly subordinate to it are éll 8th Sections
of the front staffs, armies, and corps, and &1l 6th Sections of the
divieions end rlgades us vell as the "WO" = [yioPs OTAEA =
orypto sections of the lover formations, The 8th Sectian in the
General Staff is divided, according to its duties, into three groups,

each of which assumes a nurber of functioms.

Organizatian of the 8th Sectimn

of the General Staff of the RKKA
in Mos cow.

Group 1: Personnel matters

I=ssue and recall of cryptogrephic
reterials for the Amy and Alr Force

Preperation of cryptographic meterial

Necording of 2ll encrypled reassapes .
in operational and taciicsl systems (5-digit)

Group 2: Developuent of mechanical aids

Develommert of cipher mezchines ind testing of proposals
in this field (Baudot, secret tdleprinter, etco)

Group 3t Emoloymert of PANVOPA3REAHZ = radlo intelligence
Crytanalysis '

Evaluation

]
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Beale Changes Turing the 2 to Sop 398t In the selection of

canmunicatins personnel, in parbicml;zr thase dealing with cryptologic
mgbepdal, extraordinarily strict stendards were applied until the begiming
of 1942. It was repeatedly stated by prisopers and was confirmed b?1 sagma

NN S e

meterial that all thoss engaged in the 6th Sectin or its subordinate orgns,
even down to the last "{ip" co-worier in the smmllset unii, hed to be old
Party members and absolutely relisble In their political attitude. The
saleotion of this persomel was thaefare completely umier the cantrol of
the NKVD, Likewise the two speelal schools for erypto personnel in Mosoom
ard in Tambov were condutted by the FKVD. The period of treining et these
sghools before the war and down to the beglining of the yeer 1942 was six
nmﬂu; 1\1 additim to the handling of the rost varied eryrtographic systems,
the Wistory of cryptogrephy was taught in condensed form ami the field of
crybanelysis was touched on ba-ieﬂ.y.. After the heavy losses in td» sumer
and fall of the year 1%)., vhich were fell aleo among the erypto pereonnel, -
they were forced to change the regulstims in respect to selectio am to -
reduce the treining time in the schools. Since 1%3 nca-members of the’
Commnist Party can be emplayed as cryptographic warkere; the tréinifg time,”
which was first shortened to three maths, has been only one ‘month sinoe
'1953. Beoanse of the heavy losses of men, the pereonmel strength of the Sth
and 6?)1' Segtions had to %8 sharply reduced and the hsavy dosses of officers
in pertimlar resulted in the employmert of civillip offScials as directore
of the 6th Seotlons with brigades and divisions. In generel 3t may »
stated that the strength wes redused st that time by sppeadmtely %
peroengt and that civilians of equal grede or junior offlears took over
the conduct of the 8th and 6th Sectims.

Since reductions in strength and in the pericd of treining at that
t'!m doubtlessly occurred in other parts of the mzmai&timé aerviee,
it wes understandsble that the performence and reliability of radio
operators and cxﬁrpto clerks could not 241 to suffer and consequently
more errors cccurred in encrypted messages whj.ch often rendered decryption
much more difficult. Frequerit inquiries on many Rusaian links, requests

for repetitions or for changes of key proved that the dif fiaulties were
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nobicesble in tteir ovn operations, These facts vicre doubtlessly one of
the reasons for the speedy developrent of Baudot links in internal traffiec,
since this mace it possible to economlze on comvmnicetions personnel inside
the country. ‘hether in addition to Daudot and secret teleprinters cipher
machines viere :lso put into use on other internal lines has not been deter-'
mined absolutely; it can be stated, however, that traffic in nachine systers
has not appeared as yot on military links, One eannot awoid the impreseion
that the Russlan yrefers munusl methods of encryptmert, all the rore so
gince he has fourd in the use of the ome tire additive the ideal method
of reencipheriwnt, |

According to several stalenents by prisoners, deserters, and agents,
Russian rmdlo intellirence stressed primarily the results of direction
finding and operational and treffic analysis, vhile ostensibly decryptment
was eble to achieve only scant results despite extensive employnpnﬂ of
the 8th Section in Moscow, Radio intelligence rejresemted in any ease
only a very unimpartant and 1ittle developed part of the Nussian comn;mioa-
tion service, Only a few front staffs had their own units for mdio
intelligmnce 1hereas from the army down to the divisian only individugd ~ -
intareept recolvers ant direction finders sarved these purposes, =

The preparation and issue of new cryptogrepide syﬂtonf a8 weld .
tho withdrawal ef those replaced was until early 1942 exolusively fh‘e'
duty of the 8th Section of the General Staff in Moscow. In this vay.a
unified direction and control vas possible and the issue of only a few
general systems afforded the advantage thet these were thoroughly mastered
by the eryptogrephic personnel end that errors in ecryptment could generally
be avoided, After the first few months of the ver botween Garterny and the
Soviet Union the necessity already became apparant for carrylng out
fundamental changes in respect to the preparation am distribution of
eryptogrephic systems, -
28
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The rapid German zivance during the summer and fa1) of 194) had as
a result that in the great encirclen'ént battles, in connection with
unforseen flank and pincer movenents nuerous Soviet cryptogrephie
docunents of the Armmy and Afr FParce fell undamaged into the hands of
the German troops. Since when crypiogrephie systems were in gneral
use the cpture of a single copy was sufficient to commromise the gystem
of the entire fromt, it was obvious that the Soviet High Command had to
mke & chinge as cquickly as possible. This lmele shift in the organiza~
¥m of the eryptographic ssrvise during a period which wes extremaly
eritiecal far the USSR, was mede, using the threat of heavy pemalties in
case of dalay or contravention, in the notably brisf time of three months
and had been campleted everyihere by the end of March 1942, In contrast
to the centralizetion in time of peace, the production and distribution
of cryptographic materisl was row decentralizeds Only the production
of the operative and tactical 5-place code (Chiffre) was still reserved
to the 8th Section of the General Staff in Moscow, while the front
eystems -~ called since then "CYB = CHPHTOE YNPABAEEVE BoliCK
« camouflaged transmission of messages of t,ne comiiend «~ were worked out
by the signal officers of the jrmediately superior units, were issued at
their discretion and, were likewise replaced when there was danger of
compromise, The systens which resulted were distributed to the farmations
and to -the neighbor organizaticn = from left to right, For the setting
‘up and warking out of Y CYyp systems by the individual signal officers
& schemo was vorked out by the dth Sectian at‘ the General Staff which .
outlined in a general wuy the size amd type of such eryptographie systems
tut contained no dirsctive regarding the choice of the reencipherment .

The Russian owed it solely to this change in the organization of the
cryptographic service that the roadability of his amy messages became
mich 1688 and thai the capture of such cz:yptdmphic systems no longer
represented a danger to the entire front. The multiplicity of these
systems, the s1isht amount of traffic on the individual net and the short
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pericd of use ~ particulerly in the arny, rede enalysis extremely difficult
and rece dealing vith snall groups of nessages an impossibility. If 1t was
possible, nevertheless, right don to the findd deys of the war,to provide
the Iih Comrend vith important informwticr , often vhen our own corrunications
were vory dfficult, that vwos due exclusively to the fuct that the famer

Forrian army had encush trained und exparienced eryptanalytic persommel.

Chart of the Nener:l Types of Crvptographie Systems

- Size ind¢ Arce of Use o

Arty and Adr Forece:

Desipnation _Size {groups) z.bec.€ee.fapahoieds Rorerks
Chif fre 10000 = 25000 + + + & & +
Code 3000 ~ 10000 4+ 4 s ot in use
Code talile 2000 - 3000 Hot in use
ngype 500 - 2000 a4 a4
nT 100 - 500 o+ 4+
HKVD:
Type .
Cesigation  Sizme (sroups) Kob.6.).5shmMe00ps : Rumarks
’ Chiafly economic

Chiffre 10000 - 25000 =+ + = & = = messages
Code 3000 = 10000 4 + = 4 4
Code table 2000 - 3000 L
Lol 500 = 2000 AP
“riyp 100 = 500 boa e ek
Isplanation: a. General Ltaff i. Comvany
a b. Front (talf j. Platoon

Ce Army ke Fy0O

= . d. Corps 1. Unit (Abteilung)

e, Division e Fisld Posts

e TBrigade ne 0ur

fte Regirent 0. ONEP. FPYMNA

he Battalion Pe  MAH. CPYMNA
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At the conclusian of the seotian dealing s ith the aryptogrephic
eystems of the Awmy 4md the Afy Iorce the conjecture may bs expressed that
the 8th Sectin of the (eneral Staff in Moscow mey return with the end of
the present war to centrelization of the development and issue of erypto-
graphic paterisl. The anthore see arguments for this in the fact that,
in the first place, o direction and control of the vast apperatus is much
sligpler in this way and, in the second place, in the refleotion that the
8ole reason fur thoe change in 1942 =~ the possibility of the eapture of

m* documents by the enemy - drops out, This ghift would be very imports
ant for cryptenelysis, in particular because, assuming & longee poriod of
use® and consement larger traffic receipts for a system, it wuld pemit
devoting careful attention to the structure of the system and make possidble
the supplying o f completoly deolphered messages rather than merely a
Lrapgnant ary feading.

NKVD Guidance and Control of NKVD Cryptographic Systems: The centyel
offive far tle oryptograpldc serviee of the NKVD organs ls loomted with

the [ /7 HKBA in Hoscow. Organizabian and functione of this sectix in
the £ield of cryptology @re not imown. In contmét to the oryptogrephic
systeme of the Amy and the  Adr Farcs, it has not beat posaible in any
case to cepture NEKVD systems which were #iTi in use. At various pointe
on the front /-place NKVD codes have fallen into the hamls of Germun
troops, but elther they wavel then no longer in use or th.y remesented
reserve systems which, due to thelr capture-.,‘ werae not put into use, o
the bsis of whet hae been sald sbove, the NKVD cryptogrephis central i
office nas dle toretsdn the method of centrellzaticn for the productice,
i_m, and recall of eryptogrephic material throughout the entire s,
Cammmh, in epite of the yreat number of different NKVD a'm,
there wias aily a very limited mumber of NKVD oryptogrephioc mtm in
maﬁd # was also true that these were valid for a relatively long
tine, often more than two years, In consequence it wmy possible far owr
o'n crypbanalytic units to do extensive work on these aystems and eventually
10 read the NKVD messages 100 percent. One must not make the mistake,
however, of regarding the MKVD systems as simple and easily decipherable;
3
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on the contriry, fron the very beginning they hwe been very resistent to
systerstic cryptanadytic effirt and the fzet thet they could be reud
corpletely in tle end is due solely to the long periods of use and to the
urt iring diligence of those vho waked on then,

Brief Survey of Intra-st:te Circuits: The ronitoring am decivherrent

of irterral radio traffic vas not a cuty of the Amy signal intellipence
ageneies; nevertheless of neecessity systers used on internal networks

were in part vorkoed on and solved. Smciai units vere devoled, smong other
thinrs, to the reception of Baudot traffic but herc the wlue of the

' evalustion results lay aliost exclusively in the scononde field, This

mueh did become knolh: all this traffie vus not rerely controlled vy the
BEVD but in nany cases was directed by the NKVD and in &)l probability

the " 71 HKRAA was also respansible to a greal degrec for the i:zsue of
eryptographic meterisd for int-rnal radio traffie.

Partisans, Apents, Scouts: The NKVD also had tn important shre in
the .prepax-at,im and issue of cryptographic rmterials for partisan
orgpnisations ad for the agents and espionage service. In vigw of the
initixl rultiplicity of partisan groups vhich operzted independently und
ol t;he often vary extensive employment of agents and spies in the enemyts
rear, it ws necessary to provide for current replzcerient of eryptographic
systerns, In vhich connectim it txs of pritery importance that these should
be convenient, sinmple to use, and seaure, This responsibvility emld not be
met by & sinide centrel unit, hovever lerge; therefore the individucl
prtisan staffe, vhichk for the nost pert vere locsted in the rrediate
vieinity of Ay front staffs, wuere assipned the task of rroducin and
distributing sweh oryptographie systens, althowst 21l of then vere subject
to the puidinee ere c;mtml of the MKVD,

Prou Lhe forepoing: obsarviitions it is clecr to that an oxtent Lhe
WYT apparatus influenced ile rer:u'iru‘.\{.ts of trhe sy aid he wir Porce .
as tell us cornunications in the econanie field, hispecla ly notevorthy
is tre high degrow of training w2y (te sene of wmsponsibllity of the
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e pade At possible to provens any cryptographic systems
of the WKVD which were still 4n use from falling into the hends of the

enemy dwing the entive period of “he war,

B. Davelomwent of Russian Criptographic Svstems
in the Ligtt of Cryptanalysis

Army and Air Force Systenvs The relatively high level of Russian

decipherment in the former Germen Arsy was to be ascribed primarily to
the fact that systemaiic obser'vatic;-n of Fussian radio traffic and hence,
too, cryptendiytic werk was begun prepgbly. The development of the
Russiah eryptographie service hes sheun precisely how important it 4s

to stert analysis o the encrypled messz:es of a country, if possible,

at @ time when the crypbographic work of that country is still priimitive,,
Then, however, 3t is nccsssary in mny 2lvounstances that monitoring of
the traffic shall net Pe Interrupted escu for a short time, since’
otherwlze one's owmn crypteralytic unid cennot keep step with the develop-
ment of the koys and go of the cxyplogriohic systems of the véountry unider
cdbagrvaticn, In the case of Ryssia the fumer Gerzzlah signal intellipence
service had succosded in fulfilling wll prerequisites for a favorable
developront of Ruselan decipherment; tha [ollowing historical cryptographic
review will supply the best prrof 0‘&' thing

A a2

At the rterd, it may be senticned bLuiofly thet no rule ean he Ziven

for eryptanalysis itsdlf, that is {ur sral ability to foree unknown

eryptographile systems and to malks %hew I "I'he ability to crypt-
analysd will always depsnd on & cortain aptitude end & mod general
knowledpe; 1insuists end mathamg"c.ici_ans bal.ace one another in this matter.
Of course the ansiyst mkes use of meny traditional pieces of information
-zuch as the fremuencies of letters, digraphs, iripraphs, and sylliables,
vwhile mathématica] jrineipleg of combinatory analysis, the theory of

series wxd probablility all find application, HNevertheless an aecquired
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knowledse of =11 there detalle will never be able Lo supplamt the intuition
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of a good cryptanglyst »

For specifie rcasons, imt prirerily to aveid a confusion of technical
expressiors or coneepts, in et follor s the individuzl tymes of systens
131 be treuted successively.

Operctional Systems: Under the heading "Operational Systems" fall

&1l Lthose cryptogrerhic systems vhich are conceived rrimarily for
operational and technleal trensnissions, Sae short messages of this
kind may be given ap examples:

TQUR R4DIN STATION 1L ""ORK TRIORRO! FROM 0700 - 1100 HOWRS AMD
FROH 1500 ~ 1900 HOURS, LLVISHENKO."

mAY DO YOU NCT AXTVER CUR CAILS?  QUR WAVE IS 157"

PO THE HiaD OF THE RDIO STATIN. YOUR OFLRATORS 4RE PERF RMING
BADLY, SLE THAT THUY ARE RLPL.ACED. CHIIF-SIGNAISY,

ALl systems of this kind - they are alrost alvays substitutions
(Cisaren) and in rae cases smedl cades = bear the desimatian "pT "
= NEPEF0BOPHLIE TABMALb! echatte tables, The Tirst operutional system,
used for = long tire by the Arny ard the Air Force of the entire Sovist
Unim was the "N =35" (chatter table of the year 1935). It contained
10 groups and was reenciphered in a different fashion alrost daily on
the individuad nets (Sove Plate 1).

The 10 x 10 number squares serving us key were known =5 "syslem squares”
and rencer«d the cryptamlysts and ospecislly the contert evaluators valusble
servico toward identification of traffiec, In general at trat tire ihree op
four system squares were employed sirmltaneously in one rilitary district
and they remained in use for as long as two years. Hence it ws mite
possible, und wes repeatediy observed, thel keys uhich hed once uppeared
were used again after a ressonsbie tine.

In the finsl monthe of 1939 the "7 =35" was replaced Ly the "MNT-39%,
This oparutiaal table, in contrast to the preceeding, had double entries

in part and contajneg two incicator cqlls whish showed the method of

‘!!' -
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reading. The type of reencirierront was the sare, save that the system

LF=130

squares ware changed rope frequently (See Plate 2).

"3%h the begiming of 1942 the "NT-Ll" came into use as successor to
the "7 ~39%, ‘vith the =1a'£ size as its predecessors (10 x 10}, hero 98
of the 100 cells had two meanings; tw indlcator cells showed the nethod
of reading to e used. The alphabet and the difits 0 - 9 were all assigned
two groups; the most frequent letters: 0O, W, E, I, T, A, B, C, P, K &nd
a few obthers had three groups. The reenciphernent by the ald of system
squares also remained the same, rerely that there vias a more fregquent
change, sometimes monthly {See Flate 3).

The receipt of radiograms encivhered according to the operationsl
systerms wes very high from alrpst all military districts, later front
sectors, down to the erd of 1943, In 1944 the receipt of messapes of
this type grew less from month to month; to make up for that other
operational systems ~ partly amall codes ~ appeared which wvere used,
however; orly in limited ranges. The reading of these essentially simple

. systems vas nol wiways easy in view of the wery light traffic receipts.
The structure of such codes corresponds in essence to that of the systems
described a few papges later on under the heading "Subst.iiut.im Systens",

In regurd to the operztiunal substitution systems we may say in
conclusion that almost always 2-place cipher groups are involved -
horizontal end vertical coordinates ~ which in the cipher messa;es vere
cambined in 2- or L-place groups.

Signal Tables: "Sipgnal Tables" did not anpeer in the cryptosraphic
picture of the USSR wnmtil the second half of the var. These are 3-and L-
rlace systers of slight size vhieh f211 under the designation "CYB" end
are used exclusively in tank units., Aside from a spell ing =lphabet they
contain only I-digit nurbers ard wards vhich are important for tank vasfare.
Unimportant words zre sent in clear in messages of this type; nap cvordinates -
usually 5-place - are dispuised according to rup keys., i nessape encipherad

by & simmal tabl= sondd Touk swewhat as Polliwe:
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NPOTARHYK  CY0IC 1 BATAMbOHA HACTYMAET
2734 4659 Ao TiL3 6275 1,85 A3

PAAOHA - CEBEP
819 27345 27452 2761 HA 4038 -
Translzt imns

'TID ENEMY I STRENGTH OF N5 BATTAIION IS A2T.CEILIG TO 'ARD
T NORTIE FROY THE anka (LOCATIZN It RICIIHNTLD CONRPIMATES)."

Linmistically perfect solution of such tank signal tables was possible
only in the rarest casesj frecuent change of key and often slight traffic
recelit.s rendered cryptanalysis ruch riore difficult. rlcvertheléss, in most
cases cven a fragpentary reading can afford'ﬁnportant clues.

Address Coces: Since in spreral addresses and signatures spelled out or
in the farn of syllables~afford une of the nost important points of altack
for hostile eryptanalysis, the hussians in 1943 began encipering the
addresses anC aigmtures in messages enciphersd by the "CYB" systems using
a special addréss code independent of the rest of the text. These supplemental
codes, issued independently by the front or amy units, contained in
addition to auch simnle concepts as "Chief", "Cormender!, "leader", or
"Deputy™ composite concepts like "Chiefl of sStaff", "Head of the Rudio
Station, "Chief Signals" and in aldition in the case of address codes in
an arny unit expunded agyregates like "Cormander of the 17th Tank Brigaden,
or "Chief of Stzff of the 231st Infantry Division". Interpretations,
especizlly of this lest lype, uore hard to nake und could only be uchieved
after careful, intensive obsarvation of the traffic concerned. Lspecially
@ifficuit was the solution of reencipheriients of such eddress codes.
Novertheless, despite the difficulties; even here pood results could be
achieved.

Substitution Systems: The greatest number of decryyted Hussien systems
belong doubtlessly to the category of substitution systens including codes,
code tables, small and very srizll codes and expanded substitutions. Systems
of this sort have apiwared in Russlan cryptomwphy since observetion began
and c:ven though, comeared with the present §tut.g of Russian cryptography,

; ; % i ’~ )
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thqy must be designated as very nrimitive, it is warth while to outline
them (See Plate 4).

The recencipharment extended only to the ten pages, eash of vhich
-could be expressed by from ﬁm to ten different dinames, uhile the besic
numbers of the groups remained umsltered. Change of reenciphermort
resulted irregularly md at different times in all militery districts
or neta, The eneral adr Fores code mpresenbed schematically wes
used in the years 193 to 1937, Other Air Toroee codes of like type
appesred annually avourd 1 Moy and remalned in use for & short tire,
spproximately for one ménth. ‘h@se systems were used for practice in
connection with the moneuver-like air parade on 1 May in Moseow,-

Starting and landing reports, weather reports, opebatioal messages of
the air units arriving from all parte of the Sovist Unlon to participate
in the parade vwere encithered with thess, These ware regularly 3~nlaos
gystems with some 500 g'dups and an abqo]nte;y alphabetio abmétura.
Reaencipherrent was by single digit substitutiom for the three elements,

Aside fram a nucber of smell and wery small codes, vhich were
used for a short time during various raneuvers and exarcises of the Alr
Poroe in all military districts, the last Air Foroe system of this kind,
the "BAK-38" = ROEHHbI ARVALVOHHBIA H0G 38 roas = Afr Faroe
oods of 1938, is especially worthy of mention. This 3-digit code comprising
some 800 groups contained letters, words (no syllablesl) cover groups for
alrplane types, nwbers, marks of punctuation, and composite conoepts suth
a8 "ARPLANE cveve HAS MADE EMERGENCY LANDING," o "AIRFIGLD UNSUITABLE PR
1ANDING*. Thie system could bs tramsmitted vith one of three busla
snglyherqonte vhich vere designeted by the colors "ulack", ™red” and "green®
end which ware reenciphered by digrephic substitution of the "“eb" elenonts
of the groups., Elerent "¢" remained constart idthin the hesic enclphers
mant (See Plate 5).
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This systert, which was in use from 1938 to the end of 1939, remesented
a grest aivance over lits ﬁedwessw. Fron this time on systems of this
type no longer arpedred as general systems of the Soviet Adr Porce,

In contrest to the iir Foree vh ich’had known such systems since 1935,
a penerally used system did rot sppesr in the Amy until 1937, 3efore that
a relatively large cole for exclusive ~my use was known only in the military
district of Hoscow, The code thich appezred here contalned 20 pages with
100 groups each snd vwus therefore nore than twice as extensive as ell Alr

Force codes known up to thet time. It ws terminologicwalphabetic in

structure vith 4-digit groups end reenciphertent of the elements "ab" was
154 ainmﬁ substitution, element "c" by single digit substitution, while
aelsment "d" remained unchanged.

Since an exact description of each individuel, knova system, even of
the larger ones, wuld be too much of an undertaking, only one of the best
known 4-place eabined Army and Air Foroe codes will be described in detail.

The {irst genersl Amy and Alir Force cade of conslderable extent wes

the 4~place ccde with same L60C groups which appeared Initially in conmection
vith maneuvers in the Volga nilitary district. Reenciphermenmt of this eode
and of all of its successors ~ codes "KKe5" to "(FKeB" = was by means of
dinome substitution series or tables for the clements "ab" and "ed" of

the code groups. 1wo indicator mroups showed in esch instance the seriss
and the starting points therein, The "KK~5" = 0B/ KOMAHAVPCKWIA K0l-5
- Geneh'al Coamarder Code - with 50 pages of 100 groups each vius compiled
with such extreordinary technical skil) th:t its sucosssors showed only

gl ight changes when compared with it. The use, i.s. the avift sucosssim

of four greal codes in the course of the yewrs 1939 to 1941, is explained
only by the fact of their eapture - *(XK=5" in the Finno-fussian var, "GK-6"
to "KK-8% in the Cerman-Russfan wer. ALl these systems hii bean recovered,
however, and were completely reud currently even befaru their capture

(Soe Plate 6).
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The last substitution of large size used vas the "OUKK-7" = 05U
UEHﬂ‘fP MbH, KOMAHR, Kof= Genersd Cantral Corcnier Code = vhich wes
used in the interior and afforded very valusble clues reg.rding replaeemfnts
end new forratimns of the ereny. Ibs reenciphermort was by dinomsl sub-
atitution tebles sindilar to those of the previously described systems.
To the catepory of substitution systems belong without exception all
aystens coming under the designation *CIB", ‘After the decentrelization
of the Russizn crmyptograp'dc service had been carried out, the fact thet
the signel chief of every division, indeed of every reglrent, could corpile
and develop systems of his own far his own area gave great latitude to the
faney =nd initiative of cach indivicdual. Apart from numerous exbmvagmias
(Stilbliiten) in tle construction of "CIB" systems, perticulaily in the
beginning, finelly some jroposals resulted which had to he taken seriously
an;i rejresented irportant increases in sccurity vhen compared with the
earlier small substitutim systems of this kind, dbove all else the
furdement al change from a single reading to & double reading reterially
limited the possibilities of cryptanalysis ami today conoidersble quantities
of treffic are mecessary in order Lo force a brezk-in. - The double reuding
of & system consists in including 2, L, 6, ... 20 switch goupe
(Hiwelsgruppen) in the systen, half of which signify "READ THE ENTIRG 10"
(the corplete meaning), the other helfs "READ TiB: FIRSY J.IITIR OF THE “ORD".
In this way it has become possible to use each vord under a ZAven letter as
a single letber elsnemt. Thus it is possible to dispense uith the axiliay '
slphebet vldch had been ususl up to thet time. Tith this the froqwnc&
peaks of individual letters "m op nC' were flattened.
Te mrest nurber of "CYB" systems vhich varied prestly in extent and
structure mekes it impossible to deseribe them individually. Onee :.are
it 141l suffice to indicate that of all the chenges the introduction of
the double reecding is the rost irportant and rost fundementel.
-3
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Transpositian Systemss Pure transposition systeris, e, g 0308,

DF=-196

have apnesred in-the Russian }‘m;r md Air I'oree only for practice uss,
and &8 treining for a Llink planned in 1937 betueen the Soviet Union &nd
Czeehoslovalkia, The contenﬁ wuz pure propoganda taxt,

For the transmissim of rdio messases of operatioial op tactical
content, l.e, dezling with troop cormand, om the nets of the upper and
top cormand (from brigade or division staff upward to the Generel Staff
of the RKKA) the S5-place "Chiffresode", also elled "Operstional Codem
was used as a matter of principle, The "Ci ffrecode” or for short the
"Chiffre” was systemuiically a‘dapted by the Nusslans in the course of
yeurs to the changing requlrestents of thelr vocabulary and wus lupyoved
in wespect %o security against cryptenalytic atlack by rwre and nore
consisient use of varisnts for the rost frecuent groups (mrks of
punctustion). These new editions of the "Chiffye" came during the war ab
intervals of 6 to 12 months, vhareas in peacetime the same code was wsed
mch longer, At the tegiming of the Germman-Russien war code "0L1-A" wes
in use v} ich w5 then replaced Ly code "023-A", "OL5=A", "0§2-A" and
finally by code "091l=A" vhich remained in use umtil the capitulstion of
fermany, All these codes, except "OL5=A" which 1ms in use from Merch -
192 to March 1943, wore alike in siructure - aside from the above«:
mentioned progressive improvemnts' and amplifications. They were divided
into the generel part with vocabulary in terminologic-slphabetio order
and the "speclal part”. The genorel part contained lettars, d:igraphe s
trigraphs, syllables, words, phrases, end entire sentences arranged in
strictly alphabetic sequence, v:ith the marks of punctuation, freetions
and ordinals, hours amd minutes, numric:l designations of armies, corps
and divisions, day dates, year dates, and calibre designetions scattered
throughout the entire code. In the opcoied pard theoe caeepts, which
had been ertared cut of alphabelic ordur, 'mre brought toggther oﬁce nore
in nwerical ords: Yo Mmellilate leoitisg up th we concepts :.n the code by

the code clerk. Code "JLl=A" embiransd some ;L‘;‘,OOO groujs vhich were gnteped
! . :
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on some 39C pagesy the systematic developrent of the code resulted in an
increase in the number of groups with euch new edition, The last known code
1091~-A" had some 23,000 groups cn 430 peges. In spite of the relatively
unimportant expansion of the code, the improvemsnt was very considerable
from the standpoint of the eryptanalyst. The main point of altack for the
oryptanalyst is alforded by the frequency peaks occurring in the text and
conditioned by the languape iteelf, these are primrily the marks of -
punctuatia (pericd and oorma vhich vith some 6.5 percent and 4 percent
respectively stand at the top of tre frecuency curve of Russian military
measages with the type of contents fournd in the Chiffrecode). While

these concepts still had only one group each in code "0l1l-A" and thus .
afforded the analyst & good chance to hreek in, the nuiber of variante
Increased with erch new edition of the code and in the final edition
"091~-A" rezched = total of some 230 groups for each of these two marks

of punctuation. Thus the analyst vas forced to change utterly his method
of breaking in and to employ nuch more round about means.

" as alrady mentiaied, code "045-A" fell out of the ranks of the
terminologic-alphabeti¢ codes. This code showed interrupted alphabetic
structure. To a practiced cryptenalyst this handly ocaused greater
difficulty. It is interesting to note that, while all new versions of
‘bhe Chiffrecode during the course of the war were always captured by good
fortune so early that the originsls vere almost alvays in the hends of the
cryptanglyst by the time they were put into use by the Russians and con-
sequently there was no necessity %r code recovery, precisely the more
difficlt code "O45=-A" did not f£all into Germzn hends until some three
nonths after it had been jut into use in the RKKA. In these three months,
‘however » it had xen so far recovered by our cryrtanalysts, in spite of
the essential departure from the structure of iis vredecessors, that it
was already possible to read currently some part of the ressages encrypted
by 1t.
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the eneny, is not consider«d important by ihe Duasiane beesuse they take
the sttitude that the method of reenciprerment &rnlied to ressapes
ecnryptad by the Chiffrecoce affords complete security, even when the

code itsalf is in the bznds of the aieny, This nettod of reenciphernort

conelsts in wpplying Lo the Sepluce code prouns 5epluce additive groups

from & practically endless, unsystemzic:dly constructed additive

nuericl seaence (90czlled Gama Tables). The tebles used to reencipher
the Chiffrecode cun be divided accorcing Lo the nunner of itreir use into
two catepgordes: first: the general Lublé containing 300 S5edigit additive
groups. At the top md at the side of the table ure entered 2ediptt

column indicators and 3-tigit row indicators vhich allow the ancipherer

to indleate aocording to the principle of coordinstes the & dditive ‘group
vith wich he bogins is reenciphernent. Hence in genaeral tables
reencivherment cun start &t any point in the table Wt must then continue
serlally until the last text group has been reenci:horeds ‘
ssoonds other tables, which bear different designations according to the
arvh of use but are the same in the way they ere used, Iu theee tables,
vhich embrece 60, 80, 170 &nd 120 S-place additive grouns, the reencipher—
rent must alv'avs start - it‘ the first addi tive greup in the tuble amd then
contimn aeridlly. _ ‘l . .2
2 The aaneral tables are used for one dzqr in the aroa of a unit. md 1te
aubou‘dirmhe format.ions (e.g. for the trai“‘ic of a front. sbat‘f vith ite
amooﬁabe(l nmzy st.afi's, or of an aruy with its €ivisions md ixdmdes).

The parpose of using such t.ables is the dispatdling of nassa;-vea the contem
of w}uch is to be ava.ilable sirultaneously to sevaral rec&pim’os (hence Jthe
doaignmim "GLNERALM) . ALL other tubles serve merely fop commicatim
babwem t.wo partnersx Lﬁe armmy and one of its divisione, bhe tk'ont sta.f!‘
md one of .tts armles, etc. These tubles, which for this reason are . .
desigrm "Irrrm IDUAL ™ tables, are to be uaed only once, in eantrest t,o
the "peneral" tables whioh n be used sevura.l tires during one day,

because in the ;Lgtt,g"g case searity is af forded bgg the posaibility of

i
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using different siarting poin:. The individual tables bear dif ferent

designstions corresponding to the area of use, e.g.t "AKORD" (army-
corps—dlvisim), TRAK Y (fromr-amy»coz-ps), woc" (special) and "CIRCULARY,
Cryptanalytically they &1l belang to one category - the individual teble,
since they are all int.endedl only far one-time individual use. Because of
the one~time use of esch table the danand in the WKKA for these means

of reenclphex-vrmt is extremely greata_‘ vhc ;x-uduction of therae tables is v
in the £th Seetich of the fanorel SLaft ‘of th FKKA ihere ey are gut - |
together in "Blocknobs" - tihe "GENFRAL" conteining 31 tubles each, the
PINDIVINUALY having 50 tables each - amd ere delivered to the front staffs,
These provide for the further distribution to the wmy staffs vhich pass them
ot to their divisions and brigades.

Yorthy of note is the cbucrved shift from the "GEHFRALY to the

TINDIVILUALY tables, because Lhie latter afford «lyost asoluts sacurity
ageinst crvptanalytic atteck.

NKYD Crvptosravhic Systems: Operational Systaemsy

In contreet to the Army and Air Force, which cown to 1934 always had
only one general operaticnal system current, the NKVD organs, especially

' the individusl border ymerd districts, almost all had their own operational

aystem eerlier, Plates 7 - 9 show the sructure and the mannsr of using
such systams, Not until 1939 was a cou non substitution (CAun') i.ntrodno.d
as opmtiuml system for all NKVD orguns, similar to the use in the Ay
and Alr Poroe. v

Substitution Sygtemg: Melor substitution systems of the NKVD ephecred
much earlier then in the Army and Alr Force, The first, a 4-place code
of sors 25 pages with 100 groups erch, s in use fron 1936 on in the border
nuard district Kasakstan vhere the hoprder msrd vas complately cut off
espeodally in vinter through fracusnt destruction of telephone and telegreph
lines by snow storms and which received news reparts encrypted m this oode.
This system was reenciphered Ly o dinordal substitution far the pigu ot_ the
bu;c code vhidh chunged about once a veeke

‘ 43 ~
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The three L-place subatitution systers which appezred down to

ri=1%

1939 and hd up to K00 groups vere reencip!.zo:&d by dinonial substitution
saries or tables, just as in the amy, It isworth rentiming that one of
the.e sn;,bs'titutfim sﬁ&:tc;x.is, 1ith sore 3500 pruips, reprosenicd a so=called
reserve systen end appesred sporacically in a&ll possible districts down to
193 vhenever other eryitogrephic raterials uere lacking.

In 1939 the first generad (XVD code with 10,000 groups, 100 pages
with 10 groups each, wes pub into opere;tion. This vias reenciplered
initially vy Gglt for digit subsbitution and later by addilive
(See NKVD=additive Systems).

Reenciphermert by single digit substitution secuences:

{DBasic Code)

O w 3O
W X M
o W N~

6
8
9
7

O =
= o o
o~ | 54 w
I R
w N oM

Rasic code group: 3512 4278 9310 624,
Diviaion: ADCA 3CAB  CADC ATCA

Reencirhered test: 4243 7620 8L60 8171

At the time of the capitulation three L=-place substitution systems
of the I'T'T Dorder fuard end Searity Troops (ere in use and up to 200
ressaves in Lhe se systems could be read daily through cryptenelysis,
These involved code tables with 2,000 to 2,500 groups of hich  3EPHO
and "HyYpA were reencivhercd Uy dJinome substitution aa:;l "Ri‘3L
by dinome and nonase substituvtion, For work vith "3RPHO " each of more
than 30 different nets had 20 substitution tables for reemncipherient, 10
each for the pags and the group. J/ith 10 different possibilities of .
shifting with respect to one amothsr the group cells on the individuel
peges, a total of lOFj = 1000 ¢iffersnt reencishernents could e used, -
An indicutor group, diffsrontly nlaced on each network, showed by its
elenents "a", "b" and “e¢" Lthe reenciphernent of the group, the displace=
rent and the reencipherment of tihe payes DLlement "d" of the indicator

group vias blind, wonerclly & null {(Sce PFlate 10),
ke
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The yeencipherment of code table " HVBA' was sirdlar and was

indicated by an indicator group wheras with table * BYi3A "the reencipherment
vies less compliceted but, to corpensate for that, had no indicator. The
remci;herrént tables wore changed vwithin the netwvork as a wle after one
to three months.

As the last major substitution system of the NKVD organsmention my
be made of the S-place NKVD railway code which contalned 2500 groups on
25 pages. Remcimermernt wes by dinome abstitution semences for demts
rab" and "de" and single digit substitution for deuent "e". This system
was in use dow to the day of capitulation.

Aside from the major substitutlon systaus desaribed other smaller
codles, riostly 3-place, were decizhered end read from tine to time,
emong others one used by the NKVD Eascort Troops (Begleittruppen).

All these systems exhibit the same structure as systems of lib sise
in the Arayand Alr Farce.

Transposition Systems® ILetter transposition such as appea.g;;u with the
Army for practice purposes could rot be identified in KKVD traffiec; however,
a transpositi: as reencipherment in connection with a Leplace 10,000
group code was bknom in the Arotie area and almg the Fimo-Russian fyontier.
The gysten v;ae bpoken and could e read in fragmentary fDshiom. .

Additive Syptemss In the reencipherment of a1l majar eodes, inaluding
the !KVD, the alditive sequence, vhich first appesred here in WD and hae
aince been used with all sorts of variants, plays the majar 10la.

The first additive used as reencipherment for a i-place otde listed
emong the NK'D substitutfon systems and originelly enciphered by l-place
substitution sequences, wos oq..-;:ﬂed with the aid of a latler substitution
table from the book "History of Leninim" by Stalin. ‘
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fghere of the lettur-digit substitution:

DF=196

N, 3, 8 - & B, Yo, ' - 5
0, A, ¢ - 1 cC, Mt - 6
H, K, & - 2 M T, -7
T, M, # - 3 K, N, v - 8
E, By, Xs5% = X ﬂsfb. i - 9

The letters of the text were converted into digits by the above scheme; the
starting point vas given ss an indicetor group by naming the pege (0L - 99)
and the line (O1 - 45),

In like manier in 12 ancther NKVD code of Inmteriae Troope was resnciph-
- ered, The basis for the production of the additive was then a military
instruction book "Radio Communications®.

The Border Guard Troops NKWD alaig the fromtiers of neutral countries
produced their additive, so far as the witers recall, by 20 + 4 numrical
sequences, the displacement of vhich in respect to one snother was expressed
by means of an indicator group.

The use of double additive recently and down to the day of capitulation
(single additive until the end of 1944) making use of Gana Tables concludss
the current developmernt of the additive encipherments of HKVD systers. Here
there vas a decidedly clever camvuflaging of the 1ndicato;- groups vhich it was
very diffieult to detect and which could only be clarified relatively late.
The camouflaging of the indlcator group wis accomplished by different formulas
on each net .,

Formlas Al - AL = S5 + 83
liote: AL eignifies the fourth group from the beglming.
S5 signifies the fifth group from the end.

Meosage text: 2739 1825 79 8271 1975 6308 .... 4199 1537 2611 061 6275
26109 23]1& 5539 sess seee 8LC, 0185- :

Indicator group: 2739 - 8221 «= /518
Control group: 1537 + 3081 = 518

Al end 53 are inserted groups (withaut algnificance in the text), vhich are
indicated by the final group.

Final group: 0185 (abod), where a + b show the position of the first, 0 ~4
that of the second ingerted group.

46

—TFOPSEGRET




Since in the case of double sdditive, Just as previously with single

DF-19%

additive, the swe Gamtia Tables tere used. severel tines; the reencipherment

could e removed fron 50 « 75 percent of A1l rwssaces und the content,

aftar recoverr of Lre two non=alyhabetic codes vhich were enciphered with

such an edditive, could e read dein Lo the duy of the capitulatim,

In conclusion it must be stated that the high lewvel of analysis of

these MWD systems, which vere rostly very difficult, is to he sscrived -

to the fact that the ork was done at a central location, i.e, @rclusively

in the eryptanalylic eignal intellipence ageney of the Ay and hence

increased secrecy wus guaranteed, [Prom the nere fact that IHEVD systens

often rerzined in use for riore than two ycars it nust be adduced that the

Russians considercd reading by the aiemy iumpossible.

Partisans, Scouts, hsents: Espeeially varied in their construction

are the cryptographic systens of the partisans, apgents, and scouts, In

contrast to the Arry, adr Force, and NKVD, numerous transpositia systems

come into the picture here, generally single and doubls box, in rarer

caces grilles (Raster). It would take us tuo far afield to describe all

types vhieh were recognized and deciphered, hence we shall take' up only

the nost usual and most characteristic, First and foremost w shall irefer

to the simple substitution (CHsar) using both monomes and dinomes and

formed with a key word,

Key word: € 1 4% 5 3 2 7

C »# M o n E 7 (airplans)
P-1, 507, B84, PP, 1-83, B-2, W-8L, 385, v-86, K-8], N3,
M-4, H-E8,,0-5, n-8a, p.oz, C-6, - T-7, ¥-91, o0, X-93, -9k,
V=95, W06, W-07, b-08, 60D, -7, 0=31, A2, (=)=73, {, )24,

o

Plain text: A PAHEH HOHUYAW PASOTY.

Translatim: A "NUNTED ,FINISHINS THE WORK
Pnciphered text: O29018828387581951019018057179803 =

The encipherced text can e divided into digit groups of any desired
length; it can wiso o sent in reverse order,
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In nany cescs siiple sui:stitutians of this type ware traﬁspoaed or
trextnent ith additive bLefore being transnitted. For the laynan a mono-
dino:.;e 5s;xbstitutim presents an al:ost wsolwable problen but the frequency
count. of the indlvidual digits shows with certainty the eleients used as
tens, .

The following types of cryptogreplic systeus, listed according to

- substitution, transpositian, and d:ubined systems,appesred repeat edly;

sore wixe decrypted and read:

Suostitution Clsar *
Snall code ’
Trensposition Bax
sys tens Grille
Corbined Cdsar with additive
systems Code with additive

Double transposition
Cl8sar with trensposition
Code with transposition

BEncirhernent and Disguise of Coordinates: In tramsmiiting place data,
areas of sitack, cormitment and concentretion, the lussians in srmy and Alr
Force treific rzde use of 5-digit coordinctes (Gauss-Krtiger) vhich ware
specially en_cipﬁered and inserted in the nessaye text, Before the uar a '
planchette of celluloid had been dovised for this purpose which made it |
possible to pinpoint areas of 1 square kilemeter - if necess.ary areas
of one ninth of a square kilometer by acding a sixth digit (1 - 9) o
a lettar (a =), On the naps with the scale l: 100 000 provided for
this purpose a 2-digit muber vas printed beside cit.iee; with a population
of 10,000, Since only 100 numbers (00 = 99)were available, these had
to be repeated many timee in view of the size of the country, nevertheless
the gneral mrea involved :nd in most cases the eppropriste riap sheet was:
known to the crwyptogrephic clerk. The numericz) secuence wus term:!nélog!.é
and ran from left to right and fl;om top to bottom over the entire Furopean
portian of the Soviet Union.

B
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Scheme of a Map Planchette Scale 132

folrlaBlelslelr|slols lelrielsi4|3]2ls]o]

EEEREE|

After the outbreak of the var the Ryseians also had to court on the
capture of this means of mcimerixxg coordinates ard were therefore obliged -
to resort to mother means of camuflage. As time went an the individnal
units enciphered these ccordinates in the most varied fashion, the 1: 100,000
maps wit;h dinomes printed along side the city names were discarded, )

- e of the most frequent methode of encipherment now was the symbolis
or arithmetic addition of two dinomes, i the latter case omitting the
bundreds, to the "sb" and "cd" digit elesments of the 5-place coordinatee
vhile the last digit "e" usually remained unchanged. Reading on the mep
remulted after decipherment in the sequence: left (right) then upper
(lower) margin, the final wencihered digit of the ccordinates gave the

' subdivision of the one square kilomter area. '

In contrast to the Amxy and the Air Foroe the KKVD organs emplayed
L-place coordimtes, 1.e, withowt any subdivisian of tie 1 square kilomster
area. The lack of 11100 ooo maps for the Ballans, Hungary, Croatia, |
Csechoalovakia, and southern Poland resulted in the wmlunsive we there
of 1: 300 000 maps and the 4-pilace coordinates could only define an area
3 ‘,3 x 3.3 kilawters, The most important (ﬁ.rrfmm ip the uep pg.'
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coordinates between Army and Afr Force on the one hand and the NKVD on the
other are fourd in the fact that the former disguise the coordinates
separately vhile the NKVD organs encirhered them along with the message
texts and also In the fact that Ammy and Alr Farce could trensmit either
disguised coordinates or place names enciphered in the text, whereas, the
NKVD formatimns always gave the place and the coordinates ons a.ftem- the
other and enciphered them in the text.

The so-called Varst meps used before the war have not been in use
since 1939, The Soviet Camsnd today guneral],y.ueea only maps in the
scale 1: 100 000 and 1: 300 000,
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German Term __English Term Esxplanatian

C. Explunation of Terps

Aufgebrochen Interruptedly A system in which the initial letters do not.

alphabetisch alphebetic

Belegung

Bigram
Blenda

Caesar
Chispruch

Chitext

Code

Deckgruppen

Entschluesseln To decrypt

Entzifferung Cryptanalysis

Ersatzverfahren Substitution

Digraph
Full

Caesar

Encrypted
e ssage

Encrypted
text

Code

Cover groups

system

Expanded
Caesars

follow one another alphabetically, while the
digraphs, trigrephs, syllables, and words
with the same initial do show an alphabetic
saquence,

The position (cell) in a code resarved for a
letter, digraph, trigreph, syllable, word,
sentence, mark of punctuation, mumber or
concept o

A pairing of lettars or digits.

A blind, 1ie, meaningless mmber or group -
vhich is inserted in the message text,

The simplest form of substitutia system,

The plain elements are usually only letters,
l-digit numbars, and marks of punctuation,

and them are expressed by various combinations
of digits or letters ar by both interningled.

A substitution system of considerable extent .
which contains in addition to letters, marks
of punctuatian — often with varlants —- digraphs,

“trigrephs, syllables, words, and numbers, phrases,

composite concepts, type designatians, cover
groups, and cells for special entries.

Entries in the code michmyad.g!ﬂ.tymg
other things names of persans, cities, service
gredes, official positions, troop units, etec,

To remove the disguise from encrypled messages
with the ald of basic oxyptographic materials,
in contrast to "entsiffern" to cryptanalyme.

The ectivity which leads to the removal of
the disguise from messages encrypted in any
fashion without the use of basie eryptographie
mterials in order ultimately to be able to
read the text. The concept "Ziffern (digit)
in this word is thought of only abstrectly.

A systen in which the plain elemant or the plain
concept is expressed in each cass by comblnations -
of digits, letters, or both, such combinstions
being of different possible length. .

Systems vwhich contain in addition to ldters,
1-digit numbers, and rarks of mnctuation,
digraphs, syllables, short vords, and sometinmes
also 2-digit nunbers,

Abbreviation for E!ltziffm_
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German Term _ English Term - Explunstion ‘

Feld | Field Same a8 Delegung (entry or cell)

Haeufigkeit  Frecuency (In general) the percertual occurrence of
letters, digraphs, trigrephs, words and
concepts in a langia:p.

' Hinvelsgruppe Switch group A group showing the nanner of reuding.

Indilator Indicator Like Kenngruipe, usually
"auf reschifisselt® or iedert "

Kengruppe Indicator A group which alrost without exception ‘can

group stand among the first or last ten groups of
an encrypted riessage and which indlcates the
reenciphernent and its starting points. The
indicator group may be camouflaged, l.e. may
also be sent encrypted.

Kombiniert Reenciphered Systems encrypted two or nore times, e.g.

ueber- . systems transposed code, Cassar wth additive, double

schiuesselte transposition, code with two additives,

Verfahren

Kontoll- Control group A second Kenngruppe sinllar to the first.

gruppe

mehrfach - Laesars with Cassars which have two or mare possibilities

belagte variants of exiressing freawently occurring phin

Caesaren elanents (veriants).

Monogreum A single letter or digit.

Positian 1ke Feld, remesents the least unit in the
stmcm’of a eryptograthlic gystem.

Satsbuecher Code books Especially large codes with complste sentences

v (mw&ﬂ. end econcmic codes).

Schlusssel~- Crymtographic systems and aystema of

mittel reanciphernient
‘Schluesaeln, To encrypt To disgwise plain text by any desired
verschluesseln cryptograjtiic neans

Spa]&encaeaar Polyalphabetic A system consiting of several Caesars.

substitution The individual alpha ets are employed
(columar auceeasivily in rotatim,
Caessr)

Synbolische Symbolic The aldition of two disite nit.hout carrying

Acditian additian the tens (mod 10).

Tauschverf shren A limited category of substitution systems,
In general this design:tion is selected for
substitutim by means of a aezjies or a table,

‘Terminolog-  (terminologls) A direotly or indirectly ascending or

iasch descending semence of nwbers,

Trigrame Trigrephs Cambinatims of letiers or dj.gita Inv:lng

thres elerents,
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Terms _ FErglish T

fwsatzvu-— Transposition

fahren

Verfel

systems

Trensposition
sys tem:.

Additive

t ion

Systems in which the plain dlements are
sorambled Ly certain regular changes of
positimn, e. ge with the trensposition box,
double box, diagonal transposition, raster,
machine ciphers. .

Trensposition systems in which the plain
elenents are entered in an outlined :
rectangle from left to right, row by row,
and are then talen out colum by colum
according to a key and trensmitted as &
cipher nessage after Deing divided into

groups,. -

Same as Zahlenwirm. An unsystematic,
virtually endless sequence of digits
vhich is added symbolically (mod 10)
to an encrypbed text as reencipherment.
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PART III. THE STRUCTURE OF THE RUSSIAN CRYPTANALYTIC
SECTION IN- THL FRMEY. GERMAN MY AND 4 CRITICISM OF

ITs OFGA?»! IZATION DEFECTS

For the ﬂ.arificatim of Ruseian radio traffic there existed in the

. former German Armmy an extensive and widely ramified organization at the head

of vhich stood as directipg and cormanding unit the Signal Intelligence

Agengy (General der Nachrichten AufKlasrung, abbtreviated Gen d NA).
Subardimate to this hishest unit in regard to assignment and personnel were

'oan,t.hne to five Signal Intelligence Evaluatim Centers (Nachrichten

hufilaerungs Auswertestellen, abbreviated NAAS), (the so-called Horche
xmdem), end a Signal Intelligence Bat;talim Finland (Nachrichten
Abteilung Finnland). A schematic representation of this arganization
is as follows:

Gen d NA
W - - 1 2 - 3 -
w2 6 - 1 2 - 3 NA
w3 - 8 1 2 6 3 NA
s - 8 1 2 6 3 KA
s - & 1 2 - 3 -

E@]ﬂn&t’-m, -1 @« NAAS 1 (Nachr. Aufkl, Ausw, St, Sﬂd)
2 = NAAS 2
3 « NAAS 3 (Nord)
6 = NAAS 6 (Kaukasus, ab 1943 Banden)
8 = NAAS 8 (Stidukraine)
NA « Nachr, Abtlg, Finnland

The signal intelligence evalustion centers (NAAS) arcse from the-
fixed intercept statims (l'as_te Horchstellen) formerly the fixed radio
receiving stations (Peste Punk-Enmfangsstellen), which vere operated in

_ peacetime in Breslau, Tremﬁrictsen, erd Koenigsherg.

Subordinate f.o the NAAS, which wex-e namlly loomated in the same place
with the cmcr-in-C}d.ef of Army Groups, were fixed intercept st.atiam,
intercept companies (Horchkompanien), and long-range signal intelligence
plat cons (Ferraufklaerunpasusge). thile the fixed int.crcoph stations am
lmg~renge signal .tnull:gmc platoons show no mrthu- lub-dlvidm, elon-

range signal intelligense platoons (W a0 girectim finding
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platoons (Peilameps) .were employed further forward by the intercept company.

The clase~range signal intelligence platcons and directian finding
platoons whose task consisted in the interceptim of eremy messages according
to directives from the intercept companies and in the location of unknown
radio stations by direction finding, forwarded their results vithout warking
them over to the rospective intercept companies, which on their part did
eryptanalytic vork on the simplest systems. The intercept companies sert
traffic vhigh they could ndt solve to the signal intelligence evaluation ,
centers (NAAS),

The fixed intercept stations and the long-range signal intelligence
platoons vare intercept stations somevhat farther removed from the front
vhich were to work primarily according to directives issued through the .
NAAS by the Gen d NA. The treffic intercepted was 111ew1u sent to the NAAS..

The task of the NAAS was the decirherment and evaluation of the traffic
supplied by their subordimate organizations, For this purpose the NAAS had
a considerable nurber of cryptanalysts at their disposal whose task it was
to wark on relatively amall systems of medium difficulty of the Army and
the Air Force and to report the content of thess messagee thréigh evaluatim
section to the Intelligence Section of the amy Group as well as to the
evaluatim center of the Gen d NA., In these cryptanalytic effarts the MAAS
wore given technical direction by the cryptanalytic section of the Gen D EA
and vere currently Infomied regarding advances in the seisnce of
oryptanalysis. |

The activity of the NA-Pinnland cbmspcnded essentially to that of
the NAAS; however, this unit ves mmaller in sizé and in certain mtters
coordinated its work with the Russian cryptmaiytie section in the Finnish
Amy. | , .
The NAAS and the NA-Finnland sent carbon eopips of all traffic vith a
notation "worked on® or "not vorked om" to the Gen d Ra. , All 5«-digit traffic
of the Amy and Alr Porcs as well as 211 NKVD messages were reserved
exclusively to the Gen d NA, The farmarding of matériul which had been

worked on to this centrel office served for a control of the eryptanalytic
B | 55
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activity of the NAAS, and gave opportinity for correction and support where

necessary.

The yesults of all decirhered mssageé ware canbined by the evaluation
saction of the Gon d NA into & dally repart - "intercept situation®
("Horchlage") and laid before the interested authorities.

Certain defects in the collaboretion betueen the Gen d NA and the NAAS,
defects which w1l Le takeh up in detail in our crlticism; gave occasion
for the formatimn of two fixed intercept stetims directly subordinated to

- the cmtral uni&.

The personnel strength of the entire organization can, of wurse, be
given only in approximate average figures because it wus subject to constant,
ad in part considerable varistime.  Around the turn of ihe year 194/45
the German Amy _sigxal intelligence effart against Russia was probably

canstituted somevhat as follows:

0L 2 3 4 5 6 7T 8 9

Gend A T 50 1L ® 6 - =D 5 50
FelSte6 = = = = 20 90 10 10 ‘2 10 -
PeHeStedl = = = = 1510 20 10 3 12-
NMS8 - 15 % 810 00N D D &
NAIS 1 15 % 8 10 V30 0 0 0 & )
NAAS 2 20 40 10 15 40 350 50 20 20 90
NASS 3 - 8 10 20 20 80

%1% W9 viiiqr.eomo'w"""‘“"'mz
In all therefore 2 6] _persons

Explanation: O = Cryptanalysts
1 « Crypenslytic assistants
2 = Contert evaluators
3 = Assistants in evaluation
4 = Trafflo, operaticmnal and D/F evaluatore.
5 = Intercept qpﬁmt.ors.
6 = D/F operatars
7 » Teleprintey opeyetors
8 = Technical personnel

9 « Administration
56
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Years of work in a key position in the centrel agency of thie apparatus’
gave the authors of this report a chance to recognize a number ;:f serious
defects, both in the manner in which the work was done and in tie structure
of the organizatim,

1. The administration both at the centrsl agency and at the subordinate

organizations had 1ittle or no technical knowledge in this field,

Therefore it was not in a positim to guarantee expert guidance faor
the entire apraratus and for its constituent parts and faced the

- dif ficulties, which naturelly arose in the separate fialds of
endeavor, with a complete lack of understanding and often with a
lack of interest, Therefore for the rost part it proved an obstacle
vether than an aid to the wark, It was unmistakably the desire of
the administretion to swell the operational figures artifieally
for tha purpose of increasing their own personal impartance thraugh

the size of the unit,

2. Since the NAAS ware located in the viednity of the top command of
the Army Groups, a close contuct necessarily resulted vbchnm the
intelligence section of the Amy Group and the evaluatiaon section
of the NAAS which finally had the result that the directian of the
NAAS in a technicel respect oorresponded ius to the requirenents of
the central agency than to the desires of the commander. This ecouwld
mwt fall to cause frictian between the NAAS and the centrel agency r

and this had a very unfortumate effect on the results of the work,
3. The splitting up of the cryptanalytic work between the central
agency ad the NAAS with their intercept companies had as a result
thet , alang with an enormms "peper war® - one original and two
carbons of every rediogrem for the central agency, NAAS and the

intercept company - there 1as almost alvays duplication of effort

in deciphermert and evaluation. It oven happened that one and the
same message was intercepted by the intercept compenies of several
NAAS and was mprocessed alrost similteneously at all these stations,
‘.‘!%h the set~up of the entire organization as described guch dpplica-
tion of effort ms hardly to be avoided,




4s The duplicetion of offort which has just been criticized was naot
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infrequently the sesult of a perfectly false ambition on the part
of the administration of the individual stations, Knowing that a
particuler system vas already being vorked on successfully by
another unit, one tried for purely corpetitive reasons to effect
a new solution of the system in order to dispute the right of the
arigiml perty to credit, In spite of a regular exchange of
solved systems betwecn the individual stetions this was quite
possible without ercusing the suapicion of plain copying since

the courisr connectiona were often poor.

5. The worst dlsturbsnce of ths professimal work both at the central
agency and &t all ite subordinate stations was caused, without a
doubt, by the purely mochanical handling of this apparatus, The

’ treatrant of the warkers was not according to their professional

ability end performance, but exclusively according to their military
rank. Military service, such as drills, firing practice or terrain
exercises viere taken so seriously that the scientific work of the
cryptanalyst could not fail to suffer in conseqence, By way of

i corparison it n{ay be stated that relatively far more was accomplished

vhen the organization had a civiliash character during pezcetims.
This enureration makes no claim to corpletion. The authors have merely
sketched here the nost striking and perhaps the rost serious defects. 4

W nuber of otha inadequacies might be criticized but these may have had a
less unfavorable effect on the work. .
i The unmistakable consequence of all these defects vus an extrensaly

unproductive vaste of energy which resulted in the creation of a decided

i over organization which ren idle to a great extent. 'fith expert, senaible
planning as much or more might have been accomplished with a far smaller
apparatus which wuld have been simpler in structure and easier to supervise.
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SUGGESTION F(R FORMATIN OF A RUSSIAN CRYPTANALYTIC UNIT

A state interested in the preservation of its own vital interests
and those of its citizens must seek a maximum degree of nilitary security.
It can meet this need only if it keeps careful watch on its surroundings
in order to draw the necessary inferences from the appearance of any
threatening consteallation, and thus ‘take defensive measures before all
ita porers have to be employed in defense, It must not content itself
with observation of momentarily hostile or i1l-disposed .ponm, for the
experience of the last few years shows clearly that today's friends mey be
tdmorrow’s foes. This watch nust be all the c.'.Loser, the greater tho rap
between the idecloglc views of the observer and those of the observed,
and the smeller the spatial separation between the two, because then the
possibility of a sudden violent break may develop most quickly.

The rost watchful and ind:rru_ptible eye of a state is a well organized
cryptanalytic agency staffed with experienced specislists since, in contrest
to most other governmert bureaus, it draws its information directly from
reparts which the observed government composes for its own use. Hence it
offers purely factual repoarts, free from any bias, intentional or \mi.ntn-
timnel. Cryptanalysis is, to be sure, & relatively young science calling
for further dmlopment., yot 1its achievements in the field of intelligence
are already u&nhhla. )

Adecuate abllity and tested experiance in cryptanalytic and u-ga‘tku-
timal wark, together with personal reasons of & politico-philosophis
neture, moved the undersigned, even befars the expected Allied victory,
to propose as early as possitle to the appropriste offices of the United
States Ammy the formation of a Russian cryptanalytic unit and to offer to
urndertake the organization ami conduct of sueh a group.

The undersigned are in a pasition toname a mmber of capeble, fully
trustworthy menbers of theip formeriinits who have given assurence of their .
wllingess to wrk in tis interest of the WA, Although cantact with
most of these persous hes been lost, encugh informetimn 4s at hend regarding
their location so that a majority oould bs assenbled,
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Under referencé to the undersigneds? report on the Russiasn cryﬁt.analysia
of the farmer German Amy, especially the parts regarding the organization
and eriticism of it, the undersigned suggest the formation of a ct.yptam.'.lytic
‘section for Russlan along the following lines: ..

1. A centrel cryptanalytic organization to handle all amelytic work,
'This w1l be set up to include unite for the direction of the actual .
decryptmant, control of the intercept stations listed below, administretiom,
records, and archives, the cryptanalytic section px:oper, evaluation for its
omn analytic purposes vith appropriate curd indices, research on redio
operations, and liaison with the.evalugtidx organization which must exist
&t United States Headquarters in Europe. The personnel stremgth of the
central organization would have to be about 86 persons., Of these 46 would
be qualified speclalists whom the mﬂa-aig)ed could, i!' need be, providq.
The remaining 40 persons (who might for the ;revsertt. be vomen) tould nced «=
Beaidea the willingness to work — a certain degree of intelligence and some
kn.oivled@ of Rusaians The undersigned do not doubt that they can assemble
the necessary personnel, For lialson with the United States Army agency two
or three good interpreters for Russian and German would be necessary, sinco.
the working language of the section for decryptimn would nscessarily be
Russian. | |

' Adequate space (about 800 - 1000 square meters) to assure quist,
intensive work, pioforably in a milding apart, would be necessary. In
addition to ordinary office equipment including some four typswiters with
Latin types and two with Russian typs, provisian must be mde for printing
under security regulations the requisite forms to meet current needs. -

It would be expedient to have the cryptanalytic unit somewhere near the
evaluation center at headquarters.

2. A main intercept station, &8 near as practicable Lo the cryptamalytic
unit, The purpose of this.‘statim is to wark traffic of special interest to
the cryptanalybic unit, i.e. to increase and also expedite reception of such
traffic., This interce?t_ station would need 25;2 receivers and all other
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necessary technical equipment. ‘jork must be carried on in four shifts.

Persomnel strength would be aspproximately:

1 Stztiom Director

1 Personnel Expert

3 Technical Experts

5 Evaluators

120 Intercept Operators _

o all told some 130 persons. It is assumd that the equipment and space
requirements of such a station are familiar,

3. Three advance intercept stationa; in southern, centrel and northern
areas, charged vith curremt reception of Rusalan traffic according to instrue-
timns from the cryptanalytic unit, These stations carry out renge findings
and provide traffic analysis, In strength they wuld correspond cloeoiy to
that of the main stetian, but require in additim about 10 direction finding

' operators each, 1.0, some 1i0 persons in all,

he A swift, dapendable system of conmunication between the mein
station and the aivance statims, for the trenssiseion of orders from the
cryptanalyt ic burezu and of mwestions from the out-stations, In addition
to telephane eonnect.ioni there should be teleprinters for the lmyptam.l,yti.e
burean and each of the four statims. |

Trensmission of intercepted messages from It.le intercept stations to
the cryptanalytic unit would be both by teletype and courier. Sending by
teletype would caell for two machines at each interceipt station and five at
the cryptanalytic unit with some 25 persons (chief]y women) to operate them.
Courier comection could bs by air or reil and might call for 15 persons.

Broken down by specislities, the persomnel needs of the entire

organization would therefore be as follows:
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as Director of Orgenization 1., Centrel Unit
b. Cryptanalysts 2. Main Intercept Statian
¢« Research man on Radio Operatiomm 3. Southern Intercept Station
d, Assistants 4, Central Intercept Statim
e, Technicians 5. Northern Intercept Station
f. Station Director 6. Trenmmissian Net (administretive)
g» Intercept Operators 7. Transmissimn Net (operational)
he Directim Pinding Operators
i. Evaluators

J« Teleprinter operators
ke Pag Printers
1, Coxiars
For the sake of expediency it is necessary to give the cryptanalytic unit

a completely civilian appearance, svbordimeted, of course, to the directim and

guidance of the United States Amy. Intercept stations need not be staffed

with civilians; they might be operated by US Amy personnel. Men from the
former German Amy could be employed, if needed. The sare is true for the
transmission service and courlers. .

The proposed organizatian would represent about one=fourth the personnel
employed for the task by the former German Amy. The undersigned know;
however, from experience that even with such a limited organization, it with
uncompromising leadership, a maximun of decryptich and evaluation could be
done. Hence they would be in a positimn to obligate themselves to produce
satisfectory results within a short time with the organization px-opoaod or ‘
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